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Barracuda Backup   
Data Protection and Security 

(US) 

Overview 

This document walks through security measures in place to protect customer data stored by Barracuda Backup. 

The process begins at the local device and ends at the datacenter. This document includes a description of the 

facilities that host data protected by Barracuda Backup and descriptions of operational and organizational 

controls enforced by Barracuda Networks. 

1.  Product Security 

1.1 Barracuda Backup Server Security 

The Barracuda Backup Server is deployed behind the customer’s corporate firewall and is protected by the same 
security that the customer uses to protect primary data sources. Communication with Barracuda datacenters is 
established from the Backup Server rather than from the cloud. Communication methods include a 256-bit 
encrypted VPN tunnel for administration and backup configuration and a “lifeline” status check that runs over 
https port 443, which provides details of the server status in the event the tunnel is down. 

There are several ways the Barracuda Backup Server can be accessed locally, and each is dedicated to a specific 
function. The local web interface provides access for basic system maintenance, and as of BBS v5.0 also 
provides Restore and Reporting functionality. A monitor and keyboard provide access to the terminal 
configuration for network setup and troubleshooting. Command-line access to the unit is disabled locally. 

The Barracuda Backup Server runs on a hardened Linux kernel. In the event that a security flaw is discovered, 
updates are pushed out to Backup Servers in a security definition. 

1.2 Data Transmission and Storage 

In order to perform deduplication, Barracuda Backup breaks files down into parts that are variable in size and 
fingerprints those parts for analysis and comparison. Before transmission to Barracuda datacenters, those parts 
are AES 256-bit symmetrically encrypted. These parts are written into storage at Barracuda Networks 
datacenters in an encrypted state and remain encrypted until requested for restore.  

1.3 Product Access Controls 

Two features give customers additional flexibility to limit access to their Barracuda Backup account. 

IP login restrictions can be set for each user who has access to the Barracuda Backup account. Those 
restrictions prevent access to the hosted user interface from an IP address outside the range specified. 

By request, Barracuda can enable an advanced option in the web user interface which gives customers the 
ability to grant or deny Technical Support remote access to a backup server. This will prevent access both to the 
command line and to the user interface. This tool does not lock out the Barracuda Backup product development 
team. 
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2.  Datacenter Standards and Protection 

2.1 Storage Facility Standards 

Barracuda Networks leases space in a number of Tier 3 & 4 datacenters worldwide. Each Barracuda Networks 
datacenter is equipped with: 

- Controlled access systems requiring key-card authentication 

- Video-monitored access points 

- Intrusion alarms 

- Locking cabinets 

- Climate Control systems 

- Waterless fire suppressant systems 

- Redundant power (generator backup, UPS, no single point of failure) 

- Redundant Internet connectivity 

2.2 Storage 

In the United States, data is transmitted from Barracuda Backup Servers to one datacenter and then replicated to 
another. The process of replicating data begins immediately after it is written to disk on a Barracuda Backup 
Server and runs continuously. Data in the cloud is stored in parts on different servers, and each of these servers 
communicates in unison to reconstruct and restore data files. This diverse storage system serves to further 
strengthen the physical security of customer data. 

With this architecture, Barracuda Backup can maintain up to three distinct copies of customer data. Two copies 
are stored in the cloud and one copy is kept on the Backup Server.  

2.3 Data Location 

Data backed up within the United States of America and replicated via the Barracuda Cloud Storage service is 
stored in two datacenters located within the United States and will not be replicated outside the country.  

2.4 Compliance 

For compliance reasons, customers with highly sensitive data may be interested in obtaining documentation of a 
3

rd
 party audit of the facilities where their data is stored. In the United States, Barracuda Backup exclusively 

utilizes datacenters that regularly undergo an SSAE-16 audit or other Service Organization Control (SOC) 
audit. Barracuda Networks obtains copies of these reports and reviews them to ensure compliance with our own 
standards.  

2.4.1 HIPAA and the HITECH Act 

Barracuda Networks complies with any portions of HIPAA or the HITECH Act that are directly applicable to 
our company. In particular, the Barracuda Cloud Storage service safeguards replicated data in such a way as to 
satisfy HIPAA’s Security Rule. Customers wishing to establish a Business Associate relationship with 
Barracuda Networks per 45 CFR 164.502(e) and 164.504(e) should request a Business Associate Agreement 
from Barracuda Networks. The Business Associate Agreement defines commitments that Barracuda Networks 
will make to maintain HIPAA and HITECH compliance as a provider of data backup services. 
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3. Operations and Organizational Controls 

Barracuda Networks employees are expected to be competent, thorough, helpful, and courteous stewards of 
customer data that is stored on Barracuda Networks products and in Barracuda Networks datacenters. Barracuda 
Networks has established a number of measures to ensure that customers and their data are treated properly. 

3.1 New Hires and Orientation 

All new employees are required to accept and acknowledge in writing Barracuda Networks’ policies for non-
disclosure and protection of Barracuda and third party confidential information, including acceptable use of 
confidential information. In the course of assisting customers with their technology solutions, Barracuda 
support technicians understand that they may come into contact with customer communications and/or customer 
data and they are not to view the contents of that data without explicit permission from the customer. Barracuda 
Networks employees are not to disclose the contents of that customer data to a third party under any 
circumstances. 

New technical support employees are provided a job description and expectations when hired regarding 
maintaining the confidentiality and security of customer data. 

3.2 Training 

Technicians who support Barracuda Backup are prepared in a variety of ways. New tier 1 technicians receive 
class time training with tier 2 technicians and the support management team. New support technicians also 
spend a period of time as an understudy to an established technician for each product in which they intend to 
become certified. 

Product knowledge is tested and established through Barracuda University and all technicians are expected to 
meet a pre-defined standard before supporting customers directly. Advancement is accomplished through a 
combination of time spent supporting the product, immersion with the product specialist team, product 
competency review, support management competency review, and testing through Barracuda University. 

All Barracuda Networks support technicians receive ongoing training in product-specific training sessions. 

3.3 Oversight 

Support for Barracuda Backup is provided out of three U.S. offices, one office in the United Kingdom, and one 
office in Innsbruck, Austria. Support calls from customers in the United States are generally handled by 
technicians in the United States. Support calls from customers outside the United States could be routed to any 
of these facilities. 

When an employee or contractor leaves Barracuda, a formal process is in place to immediately revoke physical 
and network access to Barracuda Networks facilities and resources. 


