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Overview 

FOIA or the Freedom of Information Act will celebrate its 50th birthday in 2016, so clearly it’s nothing new.  
Even the amendments regarding electronic information are nearly 20 years old, having first been passed 
in 1996.

States quickly responded and all 50 have some kind of FOIA statutes, including Open Meeting Laws, 
Sunshine Laws, and Public Records laws to name a few.  Most are modeled after the Federal laws but 
all include at least some nuances.  For State and Local Governments these nuances can be substantial:  
for example, while Wyoming’s Sunshine Law does not specify times, New Mexico’s Inspection of Public 
Records Act mandates a 3-day response time. 

What is new relatively speaking has been the US’ OPEN Act of 2007 and the extension of this to Homeland 
Security in 2009, which were also emulated by all 50 states and opened a virtual floodgate in some cases 
to FOIA requests and similar at the municipal level. 

How does FOIA apply to Email?

At its heart - from the beginning - FOIA was focused on records, and how records from Federal governmental 
agencies needed to be available to the public on an as-requested basis.  The Obama administration 
changed that forever with their OPEN Act and policies; it would be difficult for a subsequent administration 
to back-down on the notion of making government more transparent, so FOIA in its current form is likely 
here to stay, as well as the state-specific freedom of information statutes, some of which were always 
“open” by design.

Is an email considered a record?  Pursuant to the content, the answer is yes, and a problematic one for 
smaller public entities such as local governments where officials often conduct work from personal 
computers.  An example of the Freedom of Information Law in Michigan simply states that “all documents 
must be retained by the township in accordance with a properly approved retention and disposal schedule.” 
In other words, email can be subject to the same rules as any other official record.

Live vs. Locally-Archived Email

Email exists in two forms.  One is familiar ground - the live mailbox.  Early limits on the size of Exchange 
mailboxes forced some modicum of email management, whether it was prudent or not, but recent 
versions of Exchange are limited only by the amount of storage available. For companies with a “save 
everything” strategy the issue is not the size of the data but rather the ability to search it to adhere to local 
FOIA statutes.  

Unless you have implemented an information management solution that allows you to intelligently retain 
only the information you need, then searching dozens of gigabytes of email data may not be possible 
within a three-day window.   

However, locally-archived email presents a far greater problem.  An early Microsoft convention was the 
“auto-archive” or PST file.  These files never worked very well, yet they provided other benefits which made 
them useful:  PSTs were easily created, could mimic a file system, and were highly portable.  Users could 
replicate their work email on a home computer simply by importing and exporting PST files; many did.

PST files became irrelevant with Exchange 2010 and the advent of in-place archives, yet the legacy problems 
persist. When companies embark on a migration from on-premise to hosted email, i.e. contemplate Office 
365, they rapidly find hundreds (often thousands and tens of thousands) of PST files.  In order to reduce 
corporate risk and enable compliance and ediscovery, regain central control of email and get maximum 
benefit from the hosted solution, PST files should be migrated to the cloud.  While companies presume 
PST files are on local disk drives and desktops, every time an employee leaves a company, judicious IT 
staff who have imaged that user’s hard drive onto central storage have also copied all that employee’s 
PST files, which quickly become disassociated with that employee and become “dark data,” backed up and 
replicated without anyone knowing their contents.

If your information is unmanaged, searching data for an FOIA requests is already a challenge, but when it 
comes to searching data within PST files it becomes almost impossible. 
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How do you enable FOIA requests?

Public entities actually have two options:  They could consider a PST migration project to locate, migrate 
and eliminate PST files.  Alternatively, they could implement an archiving solution which includes PST 
management alongside an advanced or legal search capability.  

Eliminating PST files

Even though the PST file is outdated, change is always difficult and people have come to depend upon 
them for long-term, locally-managed storage.

With the advent of larger mailboxes, it no longer makes sense to use PSTs as an archiving medium.  The 
easiest way to deal with PSTs is to migrate their contents back into users’ mailboxes, delete the original PST 
files, and modify the settings in Exchange to preclude the creation of new ones.

Getting rid of PSTs isn’t as easy as it sounds, however. Free tools such as Microsoft’s PST Capture are largely 
manual and require separate steps to eliminate the original files once their contents have been migrated.  

Another consideration is what to migrate:  all public entities are required to maintain some sort of records 
management, including retention and deletion schedules.  PST contents fall outside of these policies, 
so not everything may be eligible for migration.   Therefore, applying retention policies and potentially 
deletion-in-place is relevant as this PST data is migrated.

The easiest ways to handle PST management and elimination are:

1. A specific product designed for PST Management and Migration - such as PST Enterprise or

2. An archiving solution which contains PST management modules within it (such as ArchiveOne).

Either strategy will automate the process of finding, identifying, migrating, and deleting PST files.  The 
good news is this is a “do it once” project because there should no longer be a need for these files once the 
existing ones are dealt with. 

Streamlining the ability to respond to FOIA requests

Some Federal records are already on-line, so searchers can perform their own FOIA requests.  Unfortunately 
that is not the case for many records nor for most state and local government and entity records.

In these cases, the request turns into a human-powered search.  

Entities need to be able to:

3. Search across the entities mailboxes in a single pass

4. Identify whether any of the returned information must be excluded under the nine exemptions 
provided by Congress and mimicked in most states’ versions of FOIA.

5. Pass along any potentially-releasable information to the entity’s legal team for review and possible 
redaction.

6. Enable that team to in turn release “final form” records for either electronic or hard-copy distribution

Since FOIA and equivalent state statutes only compensate the entities for the physical processing of 
information (i.e., printing - remember, some of these statutes are nearly 50 years old!), all the human labor 
involved in the searching, identification, and review of records prior to their release is not reimbursed.  
Worse, few agencies and fewer still local entities have specific line items in their budgets to handle FOIA 
requests, so this labor comes at the expense of other, more critical budgetary items.

A modern information management/archiving solution will streamline these activities and enable 

The Freedom of Information 
Act defines a public record as:

 “a writing prepared, owned, 
used, in the possession of, or 
retained by a public body in 
the performance of an official 
function, from the time it is 
created.”  

Within various Federal Agen-
cies, searchers may query re-
cords by keyword(s), a phrase 
(place it in quotation marks), 
an item tracking number, or 
fiscal year. 

Congress, the courts, and 
state and local government 
agencies all have their own 
specific Freedom of Informa-
tion request procedures.  
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organizations to quickly and efficiently respond to FOIA requests.  This will provide several benefits, 
among them faster searching, and the ability to search across mailboxes or even the entire organization 
in a single sweep.

FOIA failures are not an option

Congress imposed specific monetary penalties for FOIA violations, States have been even more vigilant.  
In Illinois, a very small school district was fined $2500 for a single FOIA infraction despite their contention 
that the request was covered by two of the state’s Exemption classifications.  In Arkansas, violations are 
misdemeanors, punishable by a fine of up to $200 or 30 days in jail, or both, or appropriate public service 
or education, or both, with prosecutors at liberty to decide whether to pursue criminal charges.  In Virginia, 
recent amendments to the Virginia Freedom of Information Act cover partial release of records, meaning 
public entities must first redact non-releasable records from those returned in accordance with the request.

Finally, most FOIA requests are part of larger issues.  Journalists and newspapers regularly use the FOIA 
process to gather evidence for stories and exposes.  Private citizens making FOIA requests are often doing 
so to gather information that may later be used at civil or criminal trials, thus the FOIA process has been 
vetted in the courts and at the Federal level is mandated to be as comprehensive as an eDiscovery request.
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