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Overview

Now recognised as the primary channel of business communication for organisations in every industry, email contains enormous amounts 
of important and useful content, including contracts, proposals, presentations, policy decisions and other business records.

According to analyst firm IDC, over 99 percent of all documents are created and stored electronically, with around 60 billion 
emails being created and sent every day. 

This explosive growth means that data or content retention has come to mean “electronic data retention” or “electronic content retention.” 

Business and IT decision makers and influencers must understand that retaining email and other electronic content is now necessary to not 
only satisfy the growing demand for valuable business knowledge constantly being mined by their employees but far more importantly to 
adhere to litigation and regulatory compliance requirements. 

Compliance is often considered a dirty word by IT departments and usually features a long way down the list of priorities for strategic 
technology projects.  But change the word compliance to corporate governance and it suddenly takes on new urgency.

Do We Save Everything? 

Email archiving solutions and decreases in data storage costs have made it easier for companies 
to manage capacity but many have fallen into the trap of retaining or archiving everything 
which not only puts a strain on processes, it means information that should have been deleted 
is retained and it makes finding and retrieving relevant information much harder exposing the 
company to corporate risk.  

The process of retaining, storing and managing increasing volumes of electronic content is not 
without risk. Improperly managed, it can waste valuable IT resource, time and money responding 
to regulatory or litigation requests, with potentially severe consequences of non-compliance.  

Business, IT and legal decision-makers should work together to develop formal retention policies 
to reduce corporate risk and improve user productivity.  Most organisations understand that they need an electronic content retention 
policy but many don’t have one in place.    

And if you think your organisation isn’t regulated so you needn’t worry, think again.  A litigation storm is brewing.

With email usage growing 40% year on year and showing no signs of slowing, it’s not a question of if – but when – you will need to produce 
records for legal or regulatory purposes.

Three Typical Retention Options

Organisations typically retain information in one of three ways; saving everything, letting the user decide or using an information 
management or email archiving solution to automatically expire or archive the data.  There are advantages and disadvantages to each of 
these options.

Option 1:  Save Everything

What it means:

• Infinite retention

• No guidelines on what to delete 

• Journals all users 

Adopted by: 

• Majority of organisations 

• Some large enterprises

Positives:

• User Acceptance

• No risk of legal hold violation

• Never lose critical information 

• Retains all data for use in any litigation matters

Negatives:

• Decreased performance due to size of message store 

• Prolonged backup and restore processes

• Increased legal risks because email data is non-compliant 

• Extended eDiscovery processes and costs  
– more data stored means more to search and discover.

Research undertaken for 
Microsoft suggested that 20% 
of companies retained emails 
for less than 3 years.

But is this long enough for legal 
compliance?
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Option 2:  User Driven Retention 

What it means:

• Users manage retention with predetermined tags/rules for 
specified periods.

• If user doesn’t remember, message is subject to default 
retention which could be too short.

Adopted by: 

• Enterprises with sophisticated information and records 
management procedures.

• Law firms, financial services and other professional services 
organisations.

Positives

• Theoretically retains only what the organisation needs to 
Granular categorisation.

Negatives

• User error, unpredictability or intentional deletion presents 
huge corporate risk.

• Constant user education and policing to ensure adherence 
and consistency will be a drain on IT resources.

• Users may not respect guidelines, simply defaulting to longest 
retention periods. 

• Changing corporate needs require more training and policing.

• No control over storage on multiple devices.

Option 3:  Automatically Expire or Archive 

What it means:

• Fixed retention periods controlled by automated policies.

• Journals all users .

• Can place legal hold on items involved in litigation.

Adopted by: 

• Organisations within heavily regulated industries.

• Organisations wanting to manage data by its value.

Positives

• Automated policies archive, preserve, collect or expire data for 
defensible information management. 

• Securely capture and store email for some or all users to enforce 
compliance.

• Enforce legal hold to meet ediscovery requests. 

• Automatically maintain compliance and manage the cost of 
data retention and archiving.

Negatives

• Risks that items still exist elsewhere (PSTs) unless you have a 
solution that deals with these.

• Requires co-operation between IT and Legal, HR, Finance to 
achieve common goals.

Guiding Principles

Whilst there does not appear to be a universal law about how long you should retain email data except for financial service providers who 
are regulated by the Financial Services Authority (FSA), the attachments or files for emails could be considered as ‘electronic content’. 

The other far-reaching requirement that requires companies to preserve all documents, emails and information is when a company is 
on notice of pending litigation (as per Court Action under the Civil Procedure Rules - CPR), at which point a ‘litigation hold’ or ‘legal hold’ 
must be implemented to retain information the company believes is reasonably discoverable in anticipated litigation.  Email retention 
requirements can vary from industry to industry and case to case however, there are a number of regulatory requirements that apply to 
all businesses. 
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A Guide to the Regulatory Bodies

Outlined below are details of the primary regulatory bodies and/or regulations that apply to email retention at a variety of regulated 
industries and general businesses.  All organisations need to consider these and review which are relevant to them when deciding on an 
email retention strategy. 

Employment Tribunals

The Data Protection Act 1998 does not specify particular retention periods for employment data and records, only stating that personal 
data ‘should not be kept longer than necessary’ for the purpose for which it was processed.

It is recommended that employers assess retention times for different categories of employment data for job applicants, current employees 
and former employers. These retention periods should be based on business needs, taking into account relevant professional guidelines 
and a risk analysis approach.  When disposing of information, this should be done securely and effectively, particularly with sensitive 
information.

Job applications and interview records of unsuccessful candidates only need to be kept for a relatively short period of time after 
notifying unsuccessful candidates.   A six month period takes into the account a potential claim for discrimination in the Employment 
Tribunal within 3 months from the date of the rejection for the role although this time limit can be extended where a Tribunal feels is it 
just and equitable to do so. 

If you want to retain CVs for future reference than you must notify the job applicant indicating how long the CV will be kept on file and 
making it clear they can object to their details being retained. 

Personnel records of former employees including training records, appraisals, employment contracts, annual leave and sickness records 
should be kept for the duration of the employment and for six years after the employment is terminated.  Employment Tribunals, County 
Court or High Court claims are possible for up to six years after employment ends.  This is considered acceptable on the basis that an 
employer is keeping information to protect against legal risk.   Data collected for monitoring aspects such as equality in the workplace 
should be kept in anonymous format. 

Records of disciplinary matters including written warnings, even if they have expired do not necessary have to be physically deleted.   
Employers need to keep details of warnings and misconduct in order to build a picture of an employee’s disciplinary record.  When issuing 
written warnings, it can be made clear to the employee that although the warning only remains active for a certain period, it remains 
on their personnel file.   This is because there is case law that gives limited scope for an employer to take into account previous similar 
misconduct in deciding whether to dismiss an employee for subsequent misconduct.

For specific documents such as PAYE records, maternity pay or statutory sick pay, it is up to the employer to assess retention times 
based on business needs, relevant professional guidelines and risk analysis.  Could these documents be required to produce as evidence 
in an employment tribunal, in which case a six year retention period makes sense, or for HMRC reviews, a minimum retention period of 3 
years after the end of the tax year in which payments are made would be necessary.  

Emails can be submitted as evidence in an employment tribunal, however the tribunal may dismiss such evidence if it is shown to be from 
an unreliable or insecure system.  It is therefore invaluable to have an archive system which secure measures such as encryption to ensure 
that the email archive is tamper-proof and secure.

• Employment Tribunals

• Court Action under the Civil Procedure Rules 

• The Data Retention Regulations 2009

• The Data Protection Act 1998 (DPA)

• Freedom of Information Act (FOIA)

• Financial Services Act (FSA)

• Sarbanes-Oxley Act (for US related firms
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Court Action under the Civil Procedure Rules

Businesses could be at risk if they fail to produce evidence which may be contained in an email for the purposes of litigation or auditing. 

Changes to standard terms and conditions, price changes or confirmation of a specific order could all be contained within email 
correspondence.  

Since it’s possible to bring a claim for breach of contract up to 6 years later, it’s essential that an accurate audit trail is possible to quickly 
and simply respond to litigation or audit requests and determine the strength of any dispute.   

The amendment to the Civil Procedure Rules and the issuance of Practice Direction 31B in October 2010 Disclosure of electronic 
documents effectively mandates that all companies should be prepared for electronic discovery.   That means the organisation must know 
where the data is located, how to retrieve it, how to meet data requests as well as determine what data is not subject to search.   

Find out more about the CPR Disclosure of Electronic Documents.  

The Data Retention Regulations 2009

The contentious Data Retention (EC Directive) Regulations 2009 came into force on 6 April, in the face of opposition from privacy 
campaigners and serious questions from lawyers. Billed as a vital tool in the fight against terrorism and other crime, the regulations stand 
accused of being yet another snoopers’ charter.

The regulations oblige notified communication service providers (CSPs) to retain communications data for 12 months from the date of 
communication and cover fixed, mobile and e-mail telephony, communications over the internet and email data. These notified CSPs must 
retain electronic and traffic data that might identify the sender and recipient of the communication, the date and time of the call or e-mail, 
and the geographical location (and direction of travel) of users. 

The regulations do not require CSPs to retain the content of communications but they must retain data that shows when you sent, made or 
received a call or email, the number called or address you were emailing, the length and location of the call.  Data to be retained includes 
voicemail, call forwarding and transfer, and unsuccessful call attempts.

You can find details of the Data Retention Regulations here.

The Data Protection Act 1998 (DPA) 

The DPA controls how an individual’s personal information is used by organisations or the government, giving the public and an 
organisation’s employees the right to ask an organisation for details of personal information relating to them.  

One of the data protection principles is that the information is not kept for longer than is absolutely necessary.  The Act also requires 
companies to ensure that they have taken appropriate technical measures to protect any personal data they hold from being misused, 
lost or damaged.  Which means that any email retention policies need to protect against such emails being deleted either by accident or 
on purpose.

If a DPA request is received then the organisation needs access to all email records and be able to check whether any personal information 
is contained within it.  The organisation has 40 days to provide a copy of this information so being able to quickly search and retrieve the 
information is a clear benefit.   

Read guidelines for business on how to comply with the Data Protection Act.
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Freedom of Information Act (FOIA) 

The Freedom of Information Act (FOIA) came into force on 1st January 2005 and along 
with the Environmental Information Regulations, provides public access to any recorded 
information including emails and computer documents, held by public authorities.  

Those in the public sector include government departments, local authorities, state schools, 
universities and the NHS, including doctors, opticians, dentists etc.  They all need a quick and 
reliable method to search and retrieve their email data especially as these requests must be 
complied with within a strict timetable of 20 working days.

Find out more about the Freedom of Information Act here. 

Financial Services Act (FSA) 

The financial services industry is heavily regulated and requires financial organisations to 
store all business emails sent and received for up to 6 years with some data being kept 
indefinitely so that cases can be reviewed.  

The Financial Services Authority was incorporated in 1985.   In 2010, plans were announced 
to abolish the FSA and separate responsibilities between a number of new agencies and 
the Bank of England.  The Financial Conduct Authority would be responsible for policing 
financial activities of the City and the banking system and on April 1st 2013, the Financial 
Services Act 2012 came into force.  

Whilst the Financial Services Act was intended to amend and ultimately replace the Bank of England Act 1998, the Financial Services and 
Markets Act 2000 and the Banking Act 2009, the compliance regulations enforced by the former FSA remain largely intact.   For Financial 
Institutions, this means they bear the responsibility to safeguard all email correspondence with customers and are required to identify and 
retrieve specific emails on demand.

See the record retention checklist for financial service providers. 

The Sarbanes-Oxley Act (for US related firms)

Companies may be affected by legislation from other countries. E.g. the States passed the Sarbanes-Oxley Act which introduced stricter 
financial reporting requirements following the Enron and Worldcom financial scandals to protect shareholders and the general public 
from accounting errors and fraudulent practices in the enterprise. This Act can also apply to UK companies if they are subsidiaries of certain 
US companies and places requirements to retain business critical emails.

The act is administered by the Securities and Exchange Commission (SEC), which sets deadlines for compliance and publishes rules on 
requirements.  It is not a set of business practices and does not specify how a business should store records; rather, it defines which records 
are to be stored and for how long.

The legislation not only affects the financial side of corporations, it also affects the IT departments whose job it is to store a corporation’s 
electronic records and who are increasingly faced with the challenge of creating and maintaining a corporate records archive in a cost-
effective fashion that satisfies the requirements put forth by the legislation.

 

Read A Guide to the Sarbanes-Oxley Act.

Three codes of practice 
recommend good practice when 
applying this act.  

• The Section 45 code of practice 
gives recommendations about 
their handling of requests. 

• An additional section 45 
code of practice on datasets 
offers guidance on meeting 
obligations in relation to 
dataset provisions in sections 
11, 11A, 11B and 19 of the Act.

• The Section 46 code of 
practice covers good records 
management practice and the 
obligations to maintain records 
in and ordered and managed 
way to readily retrieve.

Sarbanes-Oxley contain 3 rules that specifically affect management of electronic records: 

1. The first rule (Sec. 802(a) deals with the destruction, alteration, or falsification of records carrying heavy fines, imprisonment of up 
to 20 years or both. 

2. The second rule (Sec. 802(a)(1) defines the retention period for records storage. Best practices indicate that corporations securely 
store all business records using the same guidelines set for public accountants, which is five years from the end of the fiscal period 
in which the audit or review was concluded.

3. The third rule (Sec. 802(a)(2) refers to the type of business records that need to be stored, including all business records and 
communications, including electronic communications.
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Retention Period Guidelines at a Glance

COMPANY RECORD LEGAL PROVISION RETENTION PERIOD

Private Company Accounts, books, records, 
financial statements, audit reports, profit & loss 
accounts.

Companies Act 2006. Minimum 3 Years.

Public Company Accounts, books, records, 
financial statements, audit reports, profit & loss 
accounts.

Companies Act 2006. Minimum 6 Years.

Details of Shareholder’s meetings with minutes, 
decisions, resolutions, members, contracts, 
share allocations etc.

Companies Act 2006. Minimum 10 Years.

Tax & Accounting records. Taxes Management Act 1970. Minimum 6 Years.

Income Tax & National Insurance records. The Income Tax (PAYE) Regulations 2003. Minimum 3 Years.

All information relevant for VAT purposes. VAT Act 1994 & HMRC Notice 700/21. Minimum 6 Years.

Payroll & wage records. Taxes Management Act 1970 & Finance Act 
1998.

Minimum 6 Years.

Maternity pay & Sickness records. Statutory Maternity Pay Regulations 1986 & 
Statutory Sick Pay Regulations 1982.

Minimum 3 Years.

PAYE records. Income Tax (Pay As You Earn) Regulations 2003. Minimum 3 Years.

Employment Contracts, training records, 
promotions, performance reviews for both 
permanent & temporary employees.

Limitation Act 1980 & Data Protection Act 1998. Maximum 6 Years after employment ends.

Foreign national identification documents. Immigration (Restrictions on Employment) 
Order 2007/3290.

Minimum 2 Years.

Information relating to pension schemes. Retirement Benefits Schemes (Information 
Powers) Regulations 1995.

Minimum 6 Years.

Job applicant letters, CVs, references, interview 
notes, psychometric tests etc. for unsuccessful 
candidates.

The Information Commissioner Employment 
Practices Code (Recruitment & Selection).

Recommends 6 Months .

Records relating to hours worked & payments 
made to workers.

National Minimum Wage Act 1998 & National 
Minimum Wage Regulations 1999.

Minimum 3 Years.

Registration of work & rest periods, records 
demonstrating compliance with Working Time 
Regulations.

Working Time Regulations 1998. Minimum 2 Years.

Medical examination records & register of 
employees working with hazardous substances 
e.g. asbestos.

Control of Substances Hazardous to Health 
Regulations 2002.

Minimum 40 Years.

Accident reports. Reporting of Injuries, Diseases & Dangerous 
Occurrences Regulations 1995/3163.

Minimum 3 Years Maximum 6 Years.

Intellectual Property records & legal files 
relating to provision of services.

Limitation Act 1980. Recommended: Life of service provision or 
intellectual property plus 6 Years.

Legal contracts or agreements, confidentiality 
& NDAs.

Limitation Act 1980. Length of contract or  agreement plus 6 Years.

 
This table provides an overview of document retention periods in the UK as applicable and in force on 31/01/13.  It is not an exhaustive list and legal document retention 
requirements may be subject to change. The information is as interpreted by the author and should not be relied or acted upon without seeking the advice of a competent 
legal adviser.
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Protecting users, applications, and data for more than 150,000 organisations worldwide, Barracuda Networks has developed a global 
reputation as the go-to leader for powerful, easy-to-use, affordable IT solutions. The company’s proven customer-centric business model 
focuses on delivering high-value, subscription-based IT solutions for security and data protection. For additional information, please visit  
www.barracuda.com.

Barracuda Networks and the Barracuda Networks logo are registered trademarks of Barracuda Networks, Inc. in the United States. All other names are 
the property of their respective owners.

Conclusion

So what does the future hold?  There is always the possibility of new legislation coming into force which may be applied retrospectively 
e.g. the Freedom of Information came into force in 2005 but applies to records held prior to this date.  

A lot has been written recently about the vast amount of data retained by organisations with no business value – some estimates of nearly 
70%.   And many companies hesitate to delete information fearing the risk of falling foul of legal requirements.  And whilst the various 
Acts and Regulations require preservation of particular data, the case has emerged that any data NOT subject to these regulations may be 
defensibly deleted. 

Moving forward it is clear that businesses need to determine email retention policies. And it’s not just about retaining information to 
achieve compliance, in many cases it’s about disposing of information too.   With a variety of information and regulations to bear in mind, 
it can quickly become complicated.   Add to that, the issue of PST files which can hold content subject to regulations that is invisible to the 
central IT department and the problem is exacerbated. 

This is where Information Management software vendors play a key role.  A systematic, neutral, and universally applied system that 
automates the retention or deletion of information according to your own pre-defined policies, manages PST files and archives any 
relevant content subject to compliance and regulations. 


