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Overview

Information Management covers three aspects:

• Policy driven management of information 

• Having the ability to control the creation, use, retention and deletion of corporate information and 

• Ability to manage risk, reduce cost and allow one to be litigation ready

Our first article looked at how the past, present, and future of what’s being retained affects litigation, and 
how technologies can be applied to mitigate those risks and reduce costs. In our second article, we looked at 
using latest-generation archiving management systems to control litigation costs, risks and preparedness. 
In this final article we’ll look at how these archiving management systems can apply a proactive, policy-
driven management strategy for management and disposition of email, the single largest and potentially 
most expensive element of corporate information. 

While many of the classic archiving solutions follow a “save then manage” strategy, some of the newer 
solutions deploy a “manage in place” strategy, making these systems well-suited and very cost-effective 
for mid-market companies whenever legal departments are seeing more than one or two information 
requests per month. The notion of “manage in place” is simple but not well-implemented by many systems. 
The term refers to being able to apply policies, retention strategies, etc., to data as soon as it enters an 
environment. This means that all data is “managed” whether it is “live,” i.e. contained within an email store, 
it is locally stored, or it is formally archived.

Managing in-place is an important concept, because most companies don’t want to have to save 
everything and bloat their archives simply to manage data which they’re ultimately going to delete, and 
fewer companies have gotten solid control of locally-saved emails since they don’t follow the conventions 
of any other locally-saved data. This is the one of the central dilemmas for Information Management 
(which is part of the larger strategy of Information Governance).

Mid-market companies look at the practice of Information Management and believe it is too complicated, 
costly, and difficult to justify for anyone other than the largest corporations. The reality is that some leading-
edge archiving solutions have quietly morphed into very powerful information management tools that 
provide robust policy-driven management at little to no additional cost. More importantly, companies 
who deploy these tools on a proactive basis reduce the amount of potentially relevant information. This 
potentially relevant information can be discovered and required to be collected if there is a reasonable 
expectation of litigation 

Proactive Policy-Driven Management 

The underlying strategy for policy-driven information management is to apply the appropriate policy for 
an item as soon as it is received or sent. It is important to look at systems that can manage information “in 
place” versus ones that require that items be archived first, because that two-step process (archive, then 
manage) leaves room for human error, and ultimately legal doubt. A policy is simply a set of rules which 
are applied against any email or attachment that satisfies those rules.

Many policies are driven by regulation or statute. The regulation dictates the type of records which much 
be retained for what period and in some cases how it is to be stored and secured.

The system you chose should have the ability to set Policies to Retain Documents for many different 
timeframes to comply with many regulations such as:

• FRCP

• Sarbanes Oxley

• Gramm-Leach Bliley

• SEC Rule 17a-3 and 17a-4
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• NASD Rules 3010 and 3110

• HIPAA

• FFDA 21 CRF Part 11

• Compliance with internal policy and state and local laws

The regulations may contain very specific requirements for certain documents and industries and may 
require specific formats such as the documents must be preserved exclusively in a non-rewriteable and 
non-erasable format and employ a storage system that prevents alteration or erasure of the records for a 
required retention period.

Policies can be as simple as “retain any inactive email in a live state for 90 days and then archive it, and 
delete any archived email 90 days later” or very granular. A policy can look for keywords and terms, inspect 
metadata, and inspect attachments. The most difficult part for proactive policy-driven management is 
actually setting up the policies, but these modern archiving management systems often provide “starter 
sets” with industry-specific policies that are easily tailored and modified by the business to suit their needs. 
If no policy-driven information management exists – which is the case for many mid-market companies – 
then the logical strategy is to start simple, use the built-in policies, and adapt them as you move forward.

Information Management also includes internal compliance with internal policies such as retention of 
certain categories of documents: intellectual property documents etc.. Internal policies can also include 
policies that control cost of Electronically Stored Information. These targeted documents should be in a 
system that has the ability to move retained documents to lower cost storage on a planned schedule or 
for deletion.

Automated Policy Application:  No User Intervention Required

Requiring end users to do anything regarding their own information- this may be the biggest challenge for 
any policy-driven information management system.

The best way to avoid this challenge is pick a solution whose policy application is automated – i.e., no 
user intervention required. The rules continually inspect the user’s environment (mailbox and any locally-
stored emails) and apply retention and disposition strategies as they encounter documents that meet the 
policy criteria. Multiple policies should be applicable depending on the data each is designed to identify, 
instead of forcing the enterprise to create a single over-arching policy.

The ideal system is one which can apply policies to live, stored, and archived data without requiring the 
user to know the difference. This ideal system doesn’t require any user intervention, nor does it change 
any aspect of the user experience. Simply put, if an email is archived according to a specific policy, the 
user shouldn’t have to go through extraordinary and confusing steps to retrieve it. The ideal system needs 
to apply policies across locally-stored files, i.e. the infamous PST email “container files,” so information is 
deleted according to policy whether it is “live,” locally stored, or centrally archived.

Defensible Retention and Disposition Plans

The courts have upheld retention and disposition strategies. Companies’ document disposition plans have 
been upheld when they are documented, uniformly followed, and follow sound business logic. Companies 
must also be able to suspend these destruction policies for any potentially-relevant information as soon 
as there is reasonable expectation of litigation. By suspending destruction policies once you have a 
reasonable expectation of litigation, sanctions and other litigation challenges can be avoided.

The Viramontes case concerns the creation of a defensible retention procedure, Viramontes v. U.S. Bancorp 
(N.D. Ill. Jan. 27, 2011). In Viramontes, the defendant bank had put a policy in place which required retention 
of email for 90 days, with subsequent deletion on the 91st day. 
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In addition, the bank had a process by which it could immediately suspend the deletion of potentially 
relevant data once litigation was reasonably foreseeable. Because of this, the bank was able to defeat 
a motion for sanctions. The courts ruled that the bank was protected from sanctions under Rule 37(e) 
because the bank followed its procedure in good faith and stopped its destruction policies going forward. 

There are several key aspects of being able to defend your retention and disposition plan. The first, of 
course, is to have a plan. This needs to be documented, including all the policies and rules which drive the 
automated retention and ultimately the destruction of ESI. Most archiving solutions that provide policy 
management also have a way to capture those policies in a report or repository, so there is a record of 
what you did.

The second is that you have a plan which is uniformly followed. The biggest issue is the one outlined earlier 
– expecting end users to follow a company-mandated retention and disposition strategy. The problem is 
the same one you face with “self-collection:” since this is not a seamless part of the users’ daily business 
routine, the chances for error are significant. A handful of users who don’t follow the mandated retention 
and disposition strategy could invalidate your defense of the entire process. Therefore, the preferable way 
is to use a system that’s automatic when and where you can.

Conclusion

A proactive policy for retention and disposition of email provides many benefits, for the legal team and 
the corporation in general. 

From a legal standpoint, it provides defensibility as to why ESI has been destroyed, as well as limiting the 
potential amount of ESI that may need to be investigated and collected at any given time. 

By using an archive-driven information management system, the corporation benefits by reducing the 
amount of ongoing storage that is consumed by archived ESI without impacting the users’ daily work 
experience. 

And finally, systems that can “manage in place” further reduce the need for any user intervention, take 
into account locally stored information that was created for any reason, and apply the same policies 
consistently across live, stored, and archived information.
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