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Fallen energy giant Enron’s email collection was once referred to as “God’s gift to Document Analytics.”  

But there is more to thank Enron for:  the California 2001 blackouts; the implosion of Accenture, and 
legislated Compliance.   

Sarbanes-Oxley in 2001 was a direct outcome of the Enron scandal, and heralded the “birth” of modern 
compliance.

Compliance directives have been in force for decades in a variety of industries (healthcare, banking, 
energy, etc.) but it wasn’t until the dawn of the 21st century that businesses began to realize they all face 
some aspect of Regulatory Compliance.  

Just two of numerous examples:

• Every state in the US and the whole of the UK have a slew of regulations regarding employment – and 
each requires some time-defined retention of applicable documents and records – so if a company 
employs people, they’re regulated and must comply.

• The UK Financial Services Act and the US PCI regulations both mandate “preservation” of company/
client interactions (including email) for specified periods of time – so if a company sells something for 
anything other than cash, they’re regulated and must comply.

How companies comply 

All of these regulations include provisions directing companies to preserve specific documents and 
communications for specified periods of time, but none of these regulations outline the mechanism by 
which they must preserve such information, nor do they even outline what “preservation” means.  This has 
created a murky situation for many legal teams, and it is the legal department where compliance disputes 
eventually wind up.  The various regulatory agencies in the US and UK can, and often do, mandate that 
documents, emails, and the like be retained and preserved for certain periods of time, but compliance 
audits for their own sake are rare.  

The common practice for compliance audits is to employ a for-hire consulting firm who has a compliance 
practice to undertake a compliance audit for a given company and identify areas of weakness or failure 
so they can undertake corrective measures.   The big four accounting firms all have enormous compliance 
practices.  

What happens when companies don’t comply

Companies are loathe to ignore the advice of for-hire consultants on regulatory compliance, as it is the 
bellwether of issues-to-come.  Those issues can result in fines and sometimes criminal proceedings based 
on an event which indicates to a regulatory body or an aggrieved party that the company may be out-of-
compliance.  It generally starts with the request of data which should have been preserved by the company 
under a particular compliance regulation, but which cannot be found or worse, was never preserved in the 
first place.  The company’s legal team will enter the fray, but it may be an uphill battle to prove that the 
company did indeed follow the regulations.  This becomes far worse if the request is as part of eDiscovery, 
since that request is now evidence so the company faces spoliation sanctions as well.

In the US, regulatory challenges are now more common than compliance audits.  Agencies in charge of 
regulating companies have found that specific challenges are more lucrative than generalized audits, and 
work more effectively at ensuring companies follow regulatory guidelines.  A regulatory challenge starts 
as a simple request for information regarding a specific incident, and the failure to provide this information 
triggers much larger, punitive audits.

The issue goes well beyond retaining a particular email:  preservation is more than simply saving data, it 
is the act of saving that email as it was originally sent or received, and protecting it against tampering or 
deletion.  How can a company prove that critical email communications in dispute were never altered?   
The simple answer is they can’t if they’re merely saved them to an archive or worse, left them in a mailbox.  
And what about sent messages?  And what about communications which have not been kept at all? 
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How can companies protect themselves?

The standard solution to ensuring that critical email communications are preserved in their original state 
is Journaling.  Journaling captures email communications in transit, and places then in a secure repository 
where they can’t be deleted or tampered with.  Journaling is relatively mature and offers the most reliable 
way to demonstrate compliance.  Compliance archives can be subject to retention rules just like user-
accessible archives and rid of messages which aren’t required to be preserved.   This is exactly what 
USBancorp did in their famous case against Viramontes, who sought sanctions because USBancorp hadn’t 
kept everything.  The truth was, they had kept only what they were required to keep.

The challenge with compliance is it can only be demonstrated from the point at which it is initiated.  In 
other words, there is no way to turn those older stores of electronic communications retained in inboxes or 
even archives into compliance archives.   Unlike a compliance archive, it is impossible to prove that these 
communications weren’t altered or key ones removed.

If a company doesn’t already have compliance installed in their message system, all isn’t lost:  there are no 
regulations with indefinite preservation requirements, so at some point after the company starts capturing 
email communications via a compliance routine, they will be able to demonstration 100% compliance 
from that date forward. 

Until that point, however, any query for a communication which is earlier than the date at which compliance 
started will raise red flags.  Companies need to understand even though they have compliance system 
now, these earlier issues of non-compliance may still result in fines.  The fact that these companies are now 
using compliance will go a long way in demonstrating “good faith practices” and often help in reducing or 
even waiving such fines, but there is no way that companies can take stores of saved communications and 
suddenly turn them into compliance.  It simply doesn’t work that way.


