
Barracuda Cloud Archiving Service 

This script provides an overview of the main features of BCAS, covering:
1. Logging in – Cloud Control, Support Forum

2. System overview – Dashboard

3. Getting data in – SMTP, Exchange Integration, PST Import

4. Finding and working with data – Search

5. Retention – Policies

6. User roles – Local Accounts, LDAP

7. End user access – Outlook Add-In, Mobile App

8. Activity records – Audit Log

 
It uses the BCAS demo system at login.barracudanetworks.com

All actions needed to run the demo are highlighted.

Online Demo Guide

Important: Before you start the demo, you should confirm that BCAS will work in the customer’s environment. BCAS 
receives new email to be archived using SMTP journal capture; therefore, the customer’s mail server must be configurable 
to provide SMTP Journal Forwarding. 

These all support SMTP Journal Forwarding:

• Office 365 (Exchange Online)

• Google Apps (Gmail)

• Microsoft Exchange

Many other email servers or services also provide SMTP Journal Forwarding

Confirm specifically with each customer that they are able to enable this configuration.  If not, BCAS will not work for them 
and you should propose Barracuda Message Archiver instead.



Introduction (Start of Demo)
Welcome to a short demonstration of the Barracuda Cloud Archiving Service (BCAS). This is a complete cloud based 
all in one Software-as-a-Service solution for archiving email and instant messages. It enables you to meet compliance 
requirements and address eDiscovery requests easily and effectively.

We’ll start with an overview of BCAS, and then cover the different ways of bringing data into the archive. Next, we’ll look 
at how easy it is to search and work with archived data, and how to set up data retention policies. After that, we will talk 
about the different user roles that are available in BCAS, and the various ways in which end users are able to access their 
data. We’ll finish with a quick look at the audit tools that allow you to track operation of the service.

BCAS is built using Barracuda’s established message archiving technology. This has been evolved for more than a 
decade to provide a highly reliable and very robust capability, and is now available as an on demand service.

The BCAS service is hosted by Barracuda in their established cloud infrastructure and is accessed over the Internet using 
a secure connection, so no local hardware or software is required. Unlike most traditional archiving solutions, which are 
typically an up-front purchase, Barracuda provides BCAS on a simple per-user subscription basis.

Logging into BCAS
As with all Barracuda cloud services, BCAS is managed through Barracuda Cloud Control, so we will start by logging into that. 
We will be using a demo account which is open for anyone to use, so you are able come back later on your own and explore 
the service in more depth.

1. To start with, we will open a browser session > login.barracudanetworks.com to access the Cloud Control Login page.

• From here select View Cloud Control Demo, which will log us in as an administrator in the User Community page.

• In addition to being the management console, Barracuda Cloud Control provides access to the product forums, which are 
a great resource for our user community.

2. First we’ll click on Support at the top left of the page to load the Support page.

• From this single location you can access technical product information for all Barracuda products from the knowledge base, 
read the Technical Library articles, and monitor the progress of any cases you have open with the Support team.

3. All the products you can manage from here are listed on the left, so we will click on Archiver to take us to the Barracuda Cloud 
Archiving Service user interface Dashboard page.



Overview of BCAS
This is the dashboard for the Cloud Archiving Service. It provides a summary of how the service is running.

1. On the top left under Message Statistics:

• You can see the figures for the number of messages that have been archived in total, as well as those that have been archived 
in the last day and in the last hour. This is broken down into inbound, outbound and internal emails.

• Here you can also see a summary of all the other items that Barracuda can archive from your mail server, such as 
appointments, contacts, notes and tasks.

2. Further down the page there is a more detailed breakdown of these figures in the Email Statistics charts.

3. The other point to note on this page is the Subscription Status:

• This shows the number of users that the service is currently licensed for, and the date through which the service is currently 
licensed. There are no additional costs for additional features. Everything is included in the single license price, and that 
includes 24x7 technical product support if you should need it.

Getting Data into the Service
We will now look at how we bring data into BCAS.

1. For new email messages, we use SMTP journal forwarding, which is the most reliable way of collecting data.

• It ensures that all messages are pushed by the mail server directly to the Barracuda Cloud Archiving Service at the time they 
are sent or received. To configure this we click on Mail Sources > SMTP Journaling  to load the SMTP Journaling page. 



• This shows us a journaling email address in the Barracuda Cloud.  This is the address for this specific instance of BCAS  
and is unique for each customer.

• You will need to configure your mail server for SMTP journal forwarding to this address. There are full details of how to  
do this in the online Barracuda TechLibrary, and if you are using Office 365 we also provide you a ready-built script to  
enable journal forwarding.

2. For data that you already have in your mail server, BCAS is able to import this directly from Office 365 and from Exchange. To 
configure this, click on Exchange Integration to load the Exchange Integration page. 

• The Scheduled Actions section shows all the current actions that are set up, and the Recent Actions section provides 
a detailed record of all the actions that have run recently.

• If we click on Start New Action to open the Select Action dialog, we now have a choice of three actions available to us.

3. One of the first things most customers want to do is import their existing historical email, so we will click on Email Import, which 
switches to Select Server dialog.

• From here we first select the mail server we want to import from (in the demo system this is an Office 365 account), then 
click on Continue, which switches to Configure Action dialog.



• Now we can set up our selection criteria for import:

 - If we expand the Source drop-down, this is where we can simply select all users, or narrow it down by email address, last 
name, or distribution list.

 - This drop-down is also where you can choose to import data from Public Folders, which is an option many other products 
do not provide.

 - Also on this screen you can narrow the selection down by date or by age. For instance, all messages sent or received before 
a certain date.

 - Lastly, you can choose whether to run the import immediately or to schedule it to run on a regular nightly basis.

• If we click on Advanced Options, we see additional settings that can be configured.  For instance, this is where you can  
specify to import data from Personal Archives in Exchange or Office 365, or to import conversation history from Lync or  
Skype for Business. Close the dialog box.

4. As well as archiving email, a key feature of BCAS is the ability to archive all other data types from Exchange or Office 365. 

• If we click on Start New Action > Non-Email Sync, we can then select the mail server and click Continue. 

• We can now choose to import appointments, contacts, tasks and notes, either immediately or on an ongoing regular basis.  
Close the dialog box.

5. To make it easier for users to work with their archived data, their email folder structure can be replicated across into BCAS.

• This means that users will find messages in the same location within BCAS as they are within Outlook. If they subsequently  
move a message between folders, this will also be reflected in BCAS.

• If we click on Start New Action > Folder Sync and again select the mail server and click Continue.

• We can now configure this action to run for all users or a specific set of users, either immediately or on a regular basis.   
Close the dialog box.

6. Your users may also have email data stored away locally in individual PST files.

• These files can cause many ongoing problems, so BCAS allows you to import the data from these straight into the archive. 
This brings it safely back under your control, while users retain full access.

• If we click on PST Import to load the page, you can see that under Import PST Files you have the ability to select and  
import the contents of an individual PST file directly into BCAS. And under PST Import Options, it is also possible to give  
end users the ability to import their own PST files themselves.

• Both of these options require you to identify and import each PST file manually. This may be a problem if you have a larger 
number of PST files scattered across your organization, or if you don’t know how many files you have and where they are.

• In this case, Barracuda has a dedicated purpose built solution that can manage these files for you. PST Enterprise automates 
most of the PST discovery and import process, and is designed to cope with all the various problems that can arise when 
working with PST files. This award winning solution is available as an option for BCAS, and you can also take advantage of a 
free 90-day trial. I can give you more information about this at the end of the call.



Finding Data and Working with It
Having archived your data into BCAS, we’ll now look at how you search it. We start by clicking on Basic > Search, which takes 
us to the Search screen and gives us a preview of the data stored within BCAS.

1. To run a simple search on this data, you just type your search string into the Search Criteria box. For instance, type stock and then 
click Search, which loads search results. 

• This is searching every item in the archive, and you can see from the count on the right it has returned thousands of results  
that all contain the word “stock.”

2. If we now click on Advanced, it brings up the Advanced Search which allows us to drill down into this information.

• We can click on “+” on the left to bring up a second line where we can add more search criteria. For instance, if we select  
From (instead of Entire Message) in the second line, and type in Arianna as the search term on that line, then click Search  
to load search results, it will show us all the messages that contain the word “stock” and are from Arianna. This now has cut 
our results right down to just the few we are interested in.

3. There are a lot of ways here that you can customise your search:

• For each line on the search, you can specify:

 - If we expand the Email drop-down, this will allow us to choose which types of data to search, such as whether it’s everything 
archived or just email messages.

 - We can expand the Entire Message drop-down to choose whether you want to search the entire message or just a specific 
field.

 - The third drop-down Contains can be expanded to choose whether the search term should be included or excluded from 
the results.

 - Finally we can click on AND to change it to “OR”.  This allows us to specify how the multiple search terms are combined.

• And, of course, you can use wildcards in your search strings.



4. The Advanced Search gives a lot of flexibility, but if that’s not enough then BCAS will also allow you to construct complex multi-
level keyword-based searches.

• These can include both proximity search criteria and fuzzy search criteria, and there’s more information on this in the  
Barracuda TechLibrary.

5. On this page, as with all the others, you can always click on the Help button to open the Help page for more information.

• This will open up a guide on how to use that particular part of the service.

• For example, here you can see it is giving us very detailed information on the various ways you can search for data within  
BCAS, and how to use these.

• Similar information is available online for all the other pages in BCAS. Close the Help page.

6. Once you have your search results, there are a range of actions you can take with them:

• If we click on Tools > Export Messages to open Export Messages dialog box, we are able to export the selected messages  
in either a PST file format, or as a zip file of EML formatted messages. There is no restriction on this process, meaning that  
you have full access to retrieve your data at all times. Click on Cancel to close the dialog box.

• Another option when we click on the Tools drop-down is the ability to forward selected messages on to a specified  
email address.  

• Here you can also tag selected messages. This will make them easy to find in the future as you can include tags  
in your search criteria. Close the drop-down.

7. When you select a message you can see the useful Resend to Me button at the top. This will simply redeliver a copy of selected 
messages from the archive straight back into your inbox, so it is a great way to restore deleted email.

8. Having built a search, you can save it to use again by clicking on Save Search to open the Save Search dialog, and giving it a name. 
Click on Cancel to close the dialog box.

• All searches you have saved will be listed under the Saved Searches tab.

9. If we click on the PSTs & Tags tab to open the directory tree, you can see that we are also to work in a similar way with any PST 
files that we have archived in BCAS, as well as items that we have tagged previously. 

Implementing Data Retention Policies
An important feature of BCAS is the ability set up retention policies.

1. These determine how long messages should be retained in the archive before they are permanently deleted. Unlike some other 
products, Barracuda does not put any restriction on how long you can keep your data in the archive, and the default policy for 
BCAS is to retain all data indefinitely.

2. If we click on Policy > Retention, which loads Retention Policy page, we will be able to set up and manage these policies. You 
can see that we have three retention policies already set up:



• The first one is for all emails relating to Enron, and we will keep these for 12,775 days, which is about 35 years.

• The third one is for all emails to or from the CEO, and we are going to keep these forever—so they will never be deleted.

3. The second one listed is the Global Retention Policy, and this will be used as a default for all emails that are not covered specifically 
by any other retention policies. So the default for this organization is to retain all email for 29,200 days, which is about 80 years.

4. Adding a new retention policy is very straightforward:

• If we click on Add Retention Policy to open the Add Retention Policy dialog box, you can see that each policy is based on  
a Saved Search that we will have created earlier.

• We can expand the Saved Search drop-down to choose an existing search, and in this case, we will pick Financials.

5. We then need to specify how long we want to keep this particular set of emails.

• In this case we want to keep them for two years, so we will enter 730 days, and then click Submit to save this new policy. 

• The Warning dialog is just to remind us that this policy takes effect immediately and it may delete some archived messages, 
so we will click on Yes to close the dialog box. You can now see that our new retention policy is now active.

6. On this screen you can also see any Litigation Holds that are currently active.

• Litigation Holds are used to ensure that any data that relates to an ongoing legal or other such investigation is retained  
securely in the archive for as long as is needed.  They are set up in a similar way using saved searches, but can only be  
created if you are logged in as an auditor.

7. To summarize, the global retention policy provides a default retention period for all data across the organization. However, this can 
be overridden by individual retention policies that target specific subsets of data. And finally, any litigation holds that are active will 
completely override all other retention policies you have in place.



Setting Up and Managing User Roles
Next we will look at setting up and managing user roles. If we click on Users > Accounts to open the Accounts page, you 
can see how we manage user access to the Cloud Archiving Service.

1. Here, under Local Accounts, we have several users each set up with a local account, and each account has a role assigned to it. 
BCAS supports three different user roles:

• The Admin role is what we are logged in as at the moment. This has access to all the features of the product, and can define 
and change all configuration and policies. It can also search and export all emails from all users, although, the scope of access 
can be restricted if needed.

• The Auditor role is for people such as HR or Finance who need to search and export across emails from many users, but 
don’t need to do any system administration. Access from each Auditor role can be restricted using a saved search, down to a 
specific set of domains or users, or it can have open access to all data in the archive.

• The third role is the User role. This is for end users and only allows them access to data from their own mailbox, or from other 
mailboxes that they have been given specific access to.

2. Users for each role will see an interface that includes the functionality that they are allowed to access.

• At the moment, we are signed in as the Admin role and can see all the product tabs, but if we signed in as a User then we  
would only see the tabs that end users have access to.

3. It is also possible to provide access to BCAS using an existing LDAP account.

• If we click on LDAP User Add/Update to load the LDAP User Add/Update page, this is where we can configure  
LDAP users or groups within BCAS.

• Just as with local accounts, each LDAP account can be assigned one of the user roles we just mentioned. 

• Integration with LDAP means that end users will be able to access the Cloud Archiving Service using their existing  
network logon credentials.

Providing Access to End Users
There are several different ways in which users can access and work with data that has been archived into BCAS. 

1. We have already seen the web interface for the Cloud Archiving Service, and how that provides full access for end users to their 
archived data.



2. Barracuda also provides an add in for the Microsoft Outlook desktop email client.

• This can be deployed and configured automatically using Windows Group Policies, or alternatively it can be made available 
for end users to download and install themselves.

• The Outlook Add-In gives users full access to their archived data right alongside their current email within the Outlook user 
interface.

• They can see all their email in a single familiar view, which makes BCAS easy to use and reduces the need for end user training.

• It allows users to search for email across both their live mailbox and their archive, and it can also retain a local cache of 
archived messages. This allows them to have continuous access to these even when they are offline.

• We have a short video which demonstrates the Outlook Add-In in more detail.  I will send you a link to the video so you can 
watch it after this session.

3. The other great way for end users to access BCAS is using Barracuda’s dedicated Mobile Apps, which are available for both Android 
and iOS.

• These apps provide full access to each user’s archived data in BCAS. So they are able to search and view all their archived 
messages from their mobile devices, and to forward or reply to them as needed.

• The best way to demonstrate the mobile app is for you to download and try it for yourself. For iOS, it’s available from the App 
Store, and for Android it’s in Google Play. In both cases, just search for Barracuda Message Archiver.

• If you are interested in this, I will send you the configuration information you need to access our demo system from our 
mobile app after we have finished this session.

Activity Records
The final thing we will have a look at is the Audit Log. 

1. If we click on Advanced > Audit Log to load the Audit Log Filtering page, you can see here that we capture a complete record of 
all activities that have taken place within BCAS.

• For each activity, we log the date and time, who the user was, what they did, and any other relevant information.

• These logs are protected and cannot be amended or deleted, so they provide an accurate and auditable record of exactly 
what has happened.



• The logs enable you to identify who did what and when they did it, so these logs can help you ensure you are meeting all the
required regulations and standards.

2. There is a lot of data here, so across the top we provide the ability to filter it down by date, by user, or by type of activity to find just
those specific activities that you might be interested in.

• If we click on Type, you can see the full range of activities that are logged on the drop-down

• For example, let’s select Sign In from the list and then click Search to load search results. We now have the detail of every
person that has signed into the service, together with the IP address that they signed in from..

3. Once you have identified the records you are interested in, you can of course export them to use later.

Conclusion (End of Demo)
Click on Basic > Dashboard to load page. 

As you have seen from this short overview, the Barracuda Cloud Archiving Service is a complete cloud based archiving solution that:

• Is easy to set up, easy to use, and easy to manage

• Provides a comprehensive set of retention, compliance, and search capabilities

• End users can access from any device

The demo account that I have been using is open for anyone to use, so you are free to come back later and have a look around on your 
own. On every screen in BCAS, you can click on the Help button to bring up more information about that part of the service and how to 
use it. To get started, just go to login.barracudanetworks.com, and click on View Demo. Once you are logged into Cloud Control, select 
Archiver from the menu on the left.

Closing Questions
1. Are there any other specific questions you have about the Cloud Archiving Service that I can help you with?

2. Barracuda offers a 30-day no risk evaluation of all of their products. Would you be interested in subscribing to a trial of the Barracuda 
Cloud Archiving Service to see if it will fit your needs?

3. Would you like to review the pricing information for the service?

Outlook Add-in
Provide this link to the customer so they can view the demo video in Techlib (the video is the first section in the article):

• http://campus.barracuda.com/product/messagearchiver/article/BMA/BMAHowToVideos/

Mobile Apps
Provide these settings to the customer (if needed) for mobile access to the BCAS demo system:

• Host: mas.barracudanetworks.com
• Port: 443
• SSL: On
• Email: Bcas_user@cudaops.com
• Password: password
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