
Meeting the Challenges of Secure E-Learning
Like many school districts, the Berea City School District in Cuyahoga County, Ohio is aggressively 
pursuing a set of long-term technology initiatives to make learning more effective, efficient, 
collaborative, and interactive.

As online resources become an increasingly important element of their e-learning program, however, 
the district is faced with new IT security challenges that an earlier generation of security solutions is 
unable to address:

• Malware introduced to the network through new vectors such 
as Web 2.0 applications and mobile devices

• Streaming audio and video content consuming significant amounts of bandwidth
• Staff wasting time and resources browsing the web during work hours
• Tech-savvy students bypassing security measures using proxy 

servers and web-based messaging applications
• Meeting regulatory requirements (CIPA) to protect students from offensive, threatening, or 

illegal content and contacts 

IT Director Kevin Jaynes knew it was critical to obtain a solution that would address all these issues 
cost-effectively. He narrowed his search to SonicWall, IronPort, and Barracuda Networks.

“The three vendors we considered all seemed to offer pretty strong solutions,” Jaynes says. “One thing 
that set Barracuda apart was that they had a really well-integrated set of products that could work 
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Summary
• Berea City School District
• Location: Cuyahoga County, Ohio
• Enrollment: approx. 7,300

Challenges
• Blocking spam and malware
• Ensuring and documenting 

CIPA Compliance 
• Regulating web usage to 

improve productivity

Solutions
• Barracuda Web Security Gateway
• Barracuda Email Security Gateway
• Energize Updates

Results
• Network secured against 

spam and malware
• Documented CIPA compliance
• Reduction of wasted time 

and bandwidth

About the Barracuda Web Security Gateway
The Barracuda Web Security Gateway is a web content filtering solution 
that enables users to benefit from new technologies and online tools, 
without being exposed to lost productivity, wasted bandwidth, and 
data loss. It enables highly granular, real-time visibility into online activity, 
broken down by individual users and applications, letting administrators 
create and enforce effective content and access policies.

About the Barracuda Email Security Gateway
The Barracuda Email Security Gateway is the world’s best-selling email 
security solution.  It includes best-of-breed spam and virus blocking, 
data protection, DoS prevention, large file transfer, email continuity, 
encryption, and policy management—at one affordable price. As new 
email security requirements emerge, the Barracuda Email Security 
Gateway is automatically updated with new capabilities to ensure long 
term protection. This easy-to-use product is available in eight scalable 
models to fit the needs of any-sized organization. The Barracuda Email 
Security Gateway is also available as a virtual appliance.

Barracuda’s management interface was by far 
the most intuitive and easy to use, and it brought 
together all the information we needed access to.

Kevin Jaynes

IT Director

Berea City School District
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About Barracuda Networks, Inc.
Barracuda provides cloud-connected 
security and storage solutions that 
simplify IT. These powerful, easy-to-use, 
and affordable solutions are trusted 
by more than 150,000 organizations 
worldwide and are delivered in appliance, 
virtual appliance, cloud, and hybrid 
deployments. Barracuda’s customer-
centric business model focuses on 
delivering high-value, subscription-based 
IT solutions that provide end-to-end 
network and data security. For additional 
information, please visit barracuda.com.
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United States. All other names are the 
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together and address all of our concerns. Having a single vendor to support our whole network 
security infrastructure, was very appealing.”

Another consideration was ease of use. Like school districts everywhere, Berea City must conserve 
costs and resources. According to Jaynes, “We didn’t want something that was going to take lots of 
resources, or that would require a lot of training to use. We need our IT people to focus on supporting 
key educational objectives, so security has to just work. Barracuda’s management interface was by far 
the most intuitive and easy to use, and it brought together all the information we needed access to. 
So that was another  reason we decided to go with Barracuda.”

Integrated Products Deliver Control and Security
Jaynes and his team ultimately settled on two Barracuda Networks products. To block spam and 
viruses carried by email, they selected the Barracuda Email Security Gateway.

“The firewall product was clearly a strong solution for keeping spam and email-borne threats out of 
our network,” Jaynes says. “And since we have a lot of confidential data about students in our network, 
the fact that it scans both inbound and outbound email makes it really valuable for us in terms of our 
exposure to liability.”

The Barracuda Web Security Gateway came out on top as the solution to regulate web access for both 
students and staff.  “In terms of web content filtering, we had a number of connected challenges. We 
needed to comply with CIPA by blocking student access to objectionable content. We felt we were 
losing productivity because of staff web-surfing. And we knew a lot of bandwidth was being used to 
stream videos and music.”

The district’s network is divided into a “secure” side for teachers and other staff, and a “public” side for 
students, so the IT team decided to install a separate Barracuda Web Security Gateway appliance for 
each side. On the “public” side, Jaynes and his team maintain strict oversight to ensure that blocked 
categories and sites are up to date to keep students safe. Meanwhile, on the “secure” side, a staff 
committee decides on adjustments to what’s allowed and what’s blocked. Says Jaynes, “Barracuda 
has made this so easy to use that we had no trouble at all showing non-technical staff how the 
content control system works so the committee of curriculum, teaching, and administrative leaders  
are able to review and request  adjustments to the access policies. We sometimes have to explain the 
consequences of unblocking a given content category, but other than that it’s basically managed by 
the committee, with us in a consulting role.”

Jaynes also appreciates the reporting capabilities built into the Barracuda Networks solution: “I 
automatically receive daily and weekly activity summaries, and if I see anything out of the ordinary, it’s 
easy to open up the control panel and get more detailed information. We’ve never had this level of 
visibility into the network before. It’s pretty cool.”

Conclusion
IT administrators at Berea City School District found that Barracuda Networks was the right security 
partner to ensure that students are protected even as the district rolls out its increasingly sophisticated 
initiative to put technology to work in the classroom. With the Barracuda Email Security Gateway 
blocking email-borne threats and the Barracuda Web Security Gateway screening out the undesirable 
content and applications proliferating on the web, Jaynes and his team are confident that their 
network assets—and the children for whose online safety they are responsible—are in good hands.

Barracuda Web Security 
Gateway Fast Facts
• Completely eliminates spyware 

and other forms of malware

• Millions of URLs in 95 categories for 
comprehensive content filtering

• No per-user licensing fees
• Ideal solution for school districts and 

other educational organizations 

• Enforces content filtering and access 
policies on iPads and BYODs

Barracuda Email Security 
Gateway Fast Facts
• Compatible with all email servers
• Easy plug and play installation
• Per-user settings and quarantine
• Clustering for redundancy 

and added capacity

• No per-user or per-server fees


