
Barracuda Message Archiver

This script provides an overview of the main features of the Message Archiver, covering:
1. Logging in

2. System overview – Dashboard

3. Getting data in – SMTP, POP/IMAP, Exchange Integration & PST Import

4. Finding and working with data – Search and Export

5. Retention Policies and Alerts

6. Managing deployment – Cloud Storage, Clustering and Backups 

7. User roles – Local Accounts and LDAP integration

8. Activity records – Audit Log

9. Creating reports

10. End user access – Outlook Add-In, Mobile App

This script uses the Barracuda Message Archiver demo system at demo.barracudanetworks.com

All actions needed to run the demo are highlighted.

Online Demo Guide

Introduction (Start of Demo)
Welcome to a short demonstration of the Barracuda Message Archiver.
This is an integrated all in one appliance for archiving email and instant messages. 
It enables you to manage email storage requirements, meet compliance 
requirements, and address eDiscovery requests easily and effectively.

I’ll start with an overview of the Message Archiver. I’ll then cover the different 
ways of how to bring data into the archiver, and how easy it is to search and 
work with archived data. Next, I’ll explain how to set up data retention policies 
and mention some of the deployment options that are available, as well as how 
to back up your data. After that, I will talk about the different user roles that are 
available in the Message Archiver, and the reporting and audit tools that allow 
you to track user activities and manage operation of the archiver. I’ll finish by 
showing the various ways in which end users are able to access their data.

Logging into the Message Archiver
For this demonstration, I will be using the Barracuda online demo system. This 
is open for anyone to use, so you can come back later on your own and explore 
the Message Archiver in more depth.



1. To start with, we will open a browser page and go to demo.barracudanetworks.com.  Here we can access demo systems for all 
Barracuda products.

• We will scroll down to Barracuda Message Archiver and click on View Demo, which brings up the  
Message Archiver Sign In page.

• The user name is already set to “guest,” so we click on Sign In to log in. This will take us to the Message Archiver Dashboard page.

Overview of the Barracuda Message Archiver
This is the dashboard for the Message Archiver, and provides a summary of how the appliance is running.

1. On the left under Message Statistics:

• We see the number of messages that have been archived in total, as well as in the last day and in the last hour. This is also broken 
down into inbound, outbound, and internal emails.

• Here we also see a summary of the other items Barracuda can archive from your mail server, such as appointments,  
contacts, notes, and tasks.

2. Further down on the right under Storage Statistics, we can see how much data has been stored in the Message Archiver.

• It uses data compression and deduplication techniques to reduce overall storage requirements. We can also see here how well 
these are working and how much disk storage is actually being used.

• The overall storage capacity you need in your Message Archiver will depend on the daily volume of email to be archived, as well 
as the amount of historical data you will bring in.  We can talk about sizing and the various options available to you later.

3. The Message Archiver can monitor all data being archived against a set of policies, and creates an alert for each message that meets 
the specified criteria.

• To the left under Policy Statistics, we can see how many alerts have been triggered for each policy.

• There are three standard policies listed here, and these identify messages containing Personal Information,  
Foul Language and Personal Email.

• You can also create your own policies to add to these—we will look at that later.



4. Further down the page there is a detailed breakdown of these figures in the Hourly Statistics and Daily Statistics charts.

5. The final point to note on this page is the Subscription Status:

• All customers have a subscription for Energize Updates. This provides them with 24x7 technical support by phone or email, as 
well as security updates and immediate access to any firmware updates and new features.

• Instant Replacement is an optional subscription for Message Archiver physical appliances and provides a next business-day 
replacement in case of hardware failure. This subscription also includes replacement of existing hardware with a new latest-spec 
appliance after four years.

Getting Data into the Archiver
We will look at how to bring data into the Message Archiver.  Your data will be stored in a standard format so it’s easy to backup and to 
retrieve back out whenever you need to. This is unlike some other archiving solutions where your data can be effectively locked in.

1. For new email messages, we recommend using SMTP journal forwarding.

• This is the most reliable way of collecting data, and ensures all messages are pushed from your mail server directly to the  
Message Archiver at the time they are sent or received.

• To enable this, you need to configure your mail server for SMTP journal forwarding to the Message Archiver.  Details of how to do  
this are provided in the online Barracuda Technical Library.

• To configure the Message Archiver itself we click on Mail Sources > SMTP to load the SMTP page. As well as enabling it to 
accept forwarded messages, you should also set it to only accept messages sent from your own SMTP server.

 

2. If you are unable to use SMTP journal forwarding, the Message Archiver can pull email from a journal mailbox on your mail server using 
POP or IMAP.

• To configure the Message Archiver for this, click on Journal Accounts to load the Journal Accounts page.  Here under  
Journal Accounts Configuration you specify details of your mail server and journal account, and how the Message Archiver  
should access it.

3. To bring in historical data from your mail server, the Message Archiver is able to import directly from Exchange and from Office 365. To 
configure this, click on Exchange Integration to load the Exchange Integration page.



• The Scheduled Actions section shows all current actions that are set up, and the Recent Actions section provides a detailed 
record of all actions that have run recently.

• If we click on Start New Action to open the Select Action dialog, we have a choice of four actions.

4. Most customers want to import their existing historical email, so we will click on Email Import, which switches to the Select  
Server dialog.

• Here we first select the mail server we want to import from, then click on Continue, which switches to  
Configure Action dialog.

• Now, we set up our selection criteria for import:

 - If we expand the Source drop-down, we can select all users, or select by email address, last name, or distribution list.

 - On this drop-down, you can also select to import data from Public Folders, which is an option many other products do  
not provide. Close the drop-down.

 - You can narrow the selection down by date or by age. For instance, all messages sent or received before a certain date.

 - Lastly, you can choose whether to run the import immediately or to schedule it to run on a regular nightly basis.

• If we click on Advanced Options, we see additional settings that can be configured. For instance, this is where you can specify 
to import data from personal archives in Exchange or Office 365, or to import conversation history from Lync or Skype for 
Business. Close the dialog box.

5. As well as archiving email, a key feature of the Message Archiver is the ability to archive all other data types from Exchange or Office 365.

• If we click on Start New Action > Non-Email Sync, then select the mail server and click Continue…

• You can choose to import appointments, contacts, tasks and notes, either immediately or on an ongoing regular basis.  
Close the dialog box.

6. To make it easier for users to work with their archived data, their email folder structure can be replicated across into the  
Message Archiver.

• This means that users will find messages in the same location within the Message Archiver as they are within Outlook. If they 
subsequently move a message between folders, this will also be reflected in Message Archiver.

• If we click on Start New Action > Folder Sync and again select the mail server and click Continue…

• You can configure this action to run for all users or a specific set of users—either immediately or on a regular basis.  
Close the dialog box.



7. Email stubbing enables you to reduce storage requirements on your email server:

• The original email stored in Exchange is replaced with a stub that points to the archived copy in the Message Archiver. 
Integration with Outlook ensures the full email will be retrieved and displayed seamlessly to end users as needed.

• If we click on Start New Action > Email Stubbing and select the mail server as before, then click Continue…

• You can configure when this runs, the size or age of any email messages to be stubbed, and which users it will be run for. You can 
also configure whether to stub just attachments, or the whole email. Close the dialog box.

8. Your users may also have email data stored away locally in individual PST files.

• These files can cause many ongoing problems, so the Message Archiver allows you to import the data from these straight into 
the archive. This brings it safely back under your control, while users retain full access.

• Click on the PST Import to load the PST Import page, and under Import PST Files you can select and import the contents 
of an individual PST file directly into the Message Archiver. Also, under PST Import Options, it is possible to give end users the 
ability to import their own PST files themselves.

• Both of these options require you to identify and import each PST file manually. This may be a problem if you have a larger 
number of PST files scattered across your organization, or if you don’t know how many files you have and where they are.

• In this case, Barracuda has a dedicated purpose built solution that can manage these files for you. PST Enterprise automates 
most of the PST discovery and import process, and is designed to cope with all the various problems that can arise when 
working with PST files. This award winning solution is available as an option for Message Archiver, and you can also take 
advantage of a free 90-day trial. I can give you more information about this at the end of the call.

Finding Data and Working with It
Next, we’ll look at how you search your archived data. Clicking on Basic > Search will take us to the Search screen and give us a preview 
of the data stored within the archive. 

1. To run a simple search on this data, you just type a search string into the Search Criteria box. For instance, type stock and then click 
Search, which loads the search results.

• This is searching every item in the archive, and you can see from the count on the right it has returned over a thousand items  
that contain the word “stock.”



2. If we click on Advanced, we switch to the Advanced Search, which allows you to drill down into this information.

• Clicking on “+” on the left will bring up a second line where you can add more search criteria. For instance, if we select From 
(instead of Entire Message) in the second line, and type in Heather as the search term on that line, then click Search to load the 
search results, it will return all items that contain the word “stock” and are from Heather. This now has cut our results down to 
just the few we are interested in.

3. There are many ways here for you to customize your search

• If we expand the Email drop-down, you can choose which types of data to search, such as whether it’s everything  
archived or just email messages.

• We can expand the Entire Message drop-down to choose whether you want to search the entire message or just a specific field.

• The third drop-down Contains can be expanded to choose whether the search term should be included 
 or excluded from the results.

• Finally, we can click on AND to change it to OR. This allows you to specify how multiple search terms are combined.

• And, of course, you can use wildcards in search strings.

4. The Advanced Search gives a lot of flexibility, but if that’s not enough then the Message Archiver also allows you to construct complex 
multilevel keyword-based searches.

• These can include both proximity search criteria and fuzzy search criteria, and there’s more information on this in the 
Barracuda TechLibrary.

5. On this page, as with all the others, you can click on the Help button to open the Help page for more information.

• This opens up a guide on how to use that feature of the Message Archiver.

• For example, here it gives us detailed information on the various ways you can search for data within the archive.

• Similar information is available online for all other pages in the Message Archiver. Close the Help page.

6. Once you have search results, there are a range of actions you can take with them:

• If we click on Tools > Export Messages to open the Export Messages dialog box, you are able to export selected messages in 
either a PST file format, or as a zip file of EML formatted messages. There is no restriction on this process, meaning you have full 
access to retrieve your data at all times. Click on Cancel to close the dialog box.

• Another option when we click on the Tools drop-down is the ability to forward selected messages on to a  
specified email address.

• Here you can also tag selected messages. This makes them easy to find in the future as you can include tags in search criteria.  
Close the drop-down. 



7. If we select a message you can see the Resend to Me button above. This will redeliver a copy of the selected message from the 
archive straight back into your inbox, so it’s a great way to restore deleted email.

8. Having built a search, you can save it to use again by clicking on Save Search to open the Save Search dialog, and giving it a name. 
Click on Cancel to close the dialog box.

• All searches you have saved are listed under the Saved Searches tab.

9. If we click on the PSTs & Tags tab to open the directory tree, you can see we can also work in a similar way with any PST files that we 
have archived in the Message Archiver, as well as items that we have tagged previously.

Retention Policies and Alerts
Having archived your data, you will need to determine how long it should be retained in the Message Archiver before it’s deleted.

1. If we click on Policy > Retention, on the Retention Policy page you are able to set up and manage these policies. You can see that 
we have two retention policies already set up:

• The Global Retention Policy is used as a default for all emails that are not covered specifically by any other retention policies. So 
the default here is to retain all email for 2555 days, which is about 7 years.

• The second one will select a small group of emails that we are going to keep forever, so they will never be deleted.

2. Adding a new retention policy is straightforward:

• If we click on Add Retention Policy to open the Add Retention Policy dialog box, you can see that each policy is based on a  
Saved Search you will have created earlier.

• We can expand the Saved Search drop-down to choose an existing search, in this case we will pick Stock Trading.

3. You then need to specify how long you want to keep the set of emails specified in the search.

• In this case we want to keep them in the Message Archiver for two years, so against Keep on box we will  
click for and enter 730 days.

• Next you specify what action to take after two years. In this case, we want to move them to cloud storage and keep them 
indefinitely. So against Retention Action, we will select Rotate to Cloud and against Keep on cloud we will select Forever.  
We will look more at cloud storage in a minute.

• Then click Submit to save this new policy.  You can see that our new retention policy is now active.

4. On this screen you can also see any Litigation Holds that are currently active.

• These are used to ensure that any data relating to an ongoing legal or other such investigation is retained securely in the archive 
for as long as needed. They are set up in a similar way using saved searches, but can only be created if you are logged  
in as an auditor.



5. To summarize, the global retention policy provides a default retention period for all data across the organization. However, this can 
be overridden by individual retention policies that target specific subsets of data. And finally, any litigation holds that are active will 
completely override all other retention policies you have in place.

6. At this point I will also mention Policy Alerts. As I said earlier, these are notifications that go out automatically whenever a message 
meeting specified criteria is detected entering the Message Archiver.

• If we click on Alerts we can see the Policy Alerts page where these are configured.

• Here you can see the three built in alerts that we provide. When these are enabled, they will identify messages containing 
personal information or foul language, or that look like personal email.

• You can also add your own alerts, with each one being based on a Saved Search that you created earlier. There is one already set 
up here at the bottom of the list, based on the Stock Trading search, and we can see this will send a Daily Digest to the email 
address admin@acme.com.

7. While Policy Alerts can be set up in the Message Archiver to identify sensitive information contained in messages, they don’t stop these 
messages from being sent out.

• If you’re looking to implement data loss prevention, then the Barracuda Web Security Gateway can be added to provide exactly 
that capability. It integrates with the Message Archiver to provide a great data loss prevention solution.

Managing Deployment
Now we will look at some of the options for managing deployment of your Message Archiver.

1. A key feature is integration with cloud storage. If you have a subscription to the Barracuda Cloud, when you click on Advanced > 
Cloud Storage you will see two options on the Cloud Storage page:



• Selecting Mirror will store a copy of every new message to the Barracuda Cloud as soon as it is archived. This builds up a secure 
offsite backup copy of all your archived data.

• Selecting Rotate will move older messages from your Message Archiver to the Barracuda Cloud. This is based on retention 
policies, and I will show you how to configure those in a minute. It reduces the amount of data you need to store locally, but still 
allows full access for end users and administrators.

2. If you’re rotating older messages to the Barracuda Cloud, or if you have more than one Message Archiver, these can be configured to 
work together. Selecting Clustering takes us to the Clustering page.

• Federated Search configures searching to work across multiple Message Archiver appliances and with data archived in the 
Barracuda Cloud.  Results from all sources are merged and presented to the user as a single set of results.

• Mirroring allows you to configure two separate Message Archiver appliances as a high availability cluster. All incoming mail will 
be replicated across both appliances, providing data redundancy and maximizing uptime, as well as reducing the chance of data 
loss due to system failures.

3. It’s important that the data you have stored in the Message Archiver is backed up. If we click on Backups, we can see on the Backups 
page how this is similar to backing up any other data storage.

• Under the Backup of Archives section, you can make all data stored within the Message Archiver accessible as an NFS or SMB 
share on your network. You then simply backup all your archived data as normal. We would recommend using a Barracuda 
Backup appliance, but you can of course use any other backup solution that you have.

Setting Up and Managing User Roles
Next we will look at setting up and managing user roles. If we click on Users > Accounts to open the Accounts page. This is where you 
can manage user access to the Message Archiver.

1. Under Local Accounts, you can set up users locally.  Each account will have a role assigned to it, and the Message Archiver supports 
four different roles:

• The Admin role has access to all features and can define and change all configurations and policies. It can also search and export 
all emails from all users, although the scope of access can be restricted if needed.

• We also have an IT Admin role, which can modify system and network configuration settings, but does not have access to 
policies or any archived data on the Archiver.

• The User role is for end users, and allows them access to data from their own mailbox and from any other mailboxes they have 
been given specific access to.

• The fourth role is the Auditor role. This is for people such as HR or finance who need to search and export emails from many 



users, but don’t need to do any system administration. Access from each Auditor role can be restricted using a saved search, 
down to a specific set of domains or users, or it can have open access to all data in the archive.

2. Users for each role will see an interface that provides just the functionality they are allowed to access.

• At the moment, we are signed in as the Admin role and can see all the product tabs. But if we signed in with a User role, we 
would only see the tabs that end users have access to.

3. It is also possible to provide access to the Message Archiver using existing LDAP accounts.

• Integration with LDAP means that end users can access the Message Archiver using their existing network login credentials.

• If we click on LDAP User Add/Update to load the LDAP User Add/Update page, we can configure LDAP users or groups within 
the Message Archiver.

• Just as with local accounts, each LDAP account will be assigned one of the roles we just mentioned.

Activity Records
The Message Archiver captures a complete record of all activities that have taken place.

1. If we click on Advanced > Audit Log it loads the Audit Log Filtering page.

• For each activity we log the date and time, who the user was, what they did, and any other relevant information.

• These logs are protected and cannot be amended or deleted, so they provide an accurate and auditable record of exactly what 
has happened.

• The logs enable you to identify exactly who did what and when they did it, and will also help you ensure you are meeting all 
required regulations and standards.

2. There is a lot of data here, so across the top we provide the ability to filter it down by date, by user, or by type of activity to find just 
those specific activities that you might be interested in.

• If we click on the Type drop-down, you can see the full range of activities that are logged. 

• For example, let’s select Sign In from the list and then click Search to load search results. We now have the detail of every 
person that has signed into the service, together with the IP address that they signed in from.



3. Once you have identified the audit records you are interested in, you can export them to use later.

Creating Reports
The Message Archiver can generate several reports that complements the information displayed on the Dashboard page.

1. Clicking on Basic > Reports loads the Reports selection page, which allows you to select the report you need, to configure it, and to 
run it on either an ad hoc or a scheduled basis.

2. In the Generate Report section, if we expand the Report Type drop down you can see the reports that are available:

• The Email Activity Report details incoming and outgoing email counts for all users, while the Top Storage Users Report 
identifies those users whose email is taking up most space on the Archiver.

• The Usage Report presents an overall view of utilization of the appliance, and the impact it has on your IT operations in terms of 
storage and time savings. It’s a great way to show the value of the Message Archiver, so we’ll select Usage Report from the  
drop down.

3. Larger reports can be distributed by email, but in this case, we will click on Show Report to view the Usage Report online. It’s divided 
into several sections, each focusing on a different aspect of archiving operations.

• The first page provides an overview of Archiving Activity on the Message Archiver, as well as estimates for the total storage and 
time savings it has provided.

• Scrolling down to the next page, under Access we have a summary of activities by different types of users. This estimates how 
many hours of work were saved compared to performing these tasks manually, and highlights the benefits of the Message 
Archiver.

• Scrolling down to the last page, under Storage there is an analysis of storage and cost savings from message stubbing and 
PST collection. It also projects the storage utilization of your Message Archiver appliance over time based on current retention 
policies, and will help with future planning of archiving operations.

• Click on Back to close the report and go back to the Message Archiver Reports page. 

Providing Access to End Users
Finally, we will look at the different ways users can access and work with data that has been archived.

1. We have already seen the web interface for the Message Archiver, and how that provides full access for end users.

2. Barracuda also provides an integrated add in for the Microsoft Outlook desktop email client.

• This can be deployed and configured automatically using Windows Group Policies, or can be made available for end users to 
download and install themselves.

• The Outlook Add-In gives users full access to their archived data right alongside their current email within the  
Outlook user interface.



• They can see all their email in a single familiar view, and they can search for email across both their live mailbox and their archive. 
This makes the Message Archiver easy to use and reduces the need for end user training.

• It can also retain a local cache of archived messages, giving users continuous access even when they are offline.

• We have a short video which demonstrates the Outlook Add-In in more detail. I will send you a link to the video so you can 
watch it after this session.

3. The other great way for end users to access their archived data is using Barracuda’s dedicated Mobile Apps.

• These are available for both Android and iOS, and provide full access to data in the Message Archiver. Users are able to search and 
view all their archived messages from their mobile devices, and to forward or reply to them as needed.

• If we click on Users > Client Downloads and scroll down to Mobile Downloads, the download links here will take you directly 
to the app in the App Store or in Google Play.

• The best way to demonstrate the mobile app is for you to download and try it for yourself. I can send you the configuration 
information you need to access our demo system using our mobile app after we have finished this session.

Conclusion (End of Demo)
Click on Basic > Dashboard to load the Dashboard page.

You will have seen from this short overview that the Barracuda Message Archiver is a complete all in one and cloud connected 
archiving solution.

• It is scalable, and is easy to set up, easy to use and easy to manage.

• It reduces email storage costs and eliminates the need for PST files.

• It provides a comprehensive set of retention, compliance, and search capabilities.

• It stores data in a standard format which is easy to access and export as needed.

• End users can access it from any device.

The demo system that I have been using is open for anyone to use, so you are free to come back later and have a look around on 
your own.

Don’t forget that on every screen in the Message Archiver, you can click on the Help button to bring up more information about that part 
of the appliance and how to use it. You can also click on the Online Help Search to search help on a particular topic.

To get started with the demo system, go to demo.barracudanetworks.com, scroll down to Message Archiver and click on View Demo. 
From the Message Archiver Login page you then just click on Sign In.



Closing Questions
1. Are there any other specific questions you have about the Barracuda Message Archiver, or about any of the other Barracuda products I
have mentioned, such as the Barracuda Backup or the Barracuda Email Security Gateway?

2. Barracuda offers a 30-day no risk evaluation of all of their products. Would you be interested in subscribing to a trial of the Barracuda
Message Archiver to see if it will fit your needs?

3. Would you like to review pricing and sizing information for the Barracuda Message Archiver?

Outlook Add-in

Provide this link to the customer so they can view the demo video in Techlibrary (the video is the first section in the article):

• http://campus.barracuda.com/product/messagearchiver/article/BMA/BMAHowToVideos/

Mobile Apps

Provide these settings to the customer (if needed) for mobile access to the BMA demo 

system:

• Host: archiver.barracuda.com

• Port: 443

• SSL: On

• Email: guest

• Password: guest
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