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Security Challenges in Today’s Distributed Workforce

Best Practices for Secure Remote Access

Barracuda NextGen Firewall 
F-Series: Secure Remote Access

The ability to remain productive and collaborate efficiently regardless of where employees work is of great 
importance in cloud deployments. Remote users are common in today’s distributed workforce, and they require 
access to a company’s resources in cloud deployments from anywhere, at any time, and from virtually any device. 
This can be a considerable challenge for IT departments to provide secure mobility to an exponentially growing 
number of mobile devices, while ensuring that the company’s data is safe and protected in the cloud. 

Secure Remote Access for Mobile Users

Avoid publishing public endpoints for internal  
or back-end resources running in the public  
cloud. Instead, all access to non-public resources  
should be provided via a VPN gateway.

Use identity-based authorization to  
properly assign access privileges pertinent  
to the respective needs of regular and 
administrative users.
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Learn More
Securing Cloud Connectivity for Microsoft Azure with Barracuda NextGen Firewall F-Series

Azure Network Security Page 

Secure and Reliable Remote Access Anywhere with CudaLaunch

Occasional access from 
anywhere and any device 
(including BYOD) – 
CudaLaunch or SSLVPN

Regular full network 
access from corporate 
laptops - VPN Client

Optimized access for 
workgroups/branch 
offices – site-2-site VPN 
between NGF on-premises 
and NG instance in Azure

The Barracuda NextGen Firewall F-Series is designed and built from the ground up to provide 
comprehensive, next-generation firewall capabilities for the cloud connected world. Based on application 
visibility, user-identity awareness, intrusion prevention, and centralized management, Barracuda NextGen 
Firewalls are the ideal solution for today’s dynamic enterprises looking to protect themselves from vulnerabilities 
caused by the explosion of mobile and BYOD devices, evasive Web 2.0 applications, and remote network users. 

Why Barracuda for Secure Remote Access

The Barracuda NextGen Firewall F-Series fills the functional gaps between cloud infrastructure security and 
a defense-in-depth strategy by providing protection where the application and data reside, rather than solely 
where the connection terminates.

The Barracuda NextGen Firewall F-Series supports:

Benefits

Barracuda NextGen Firewall F-Series:
Secure Remote Connectivity

CudaLaunch is an application for Windows, Mac OS X, iOS, and Android devices that provides mobile workers 
secure remote access through the Barracuda NextGen Firewall F-Series to their organization’s cloud 
applications and other sensitive information. Designed to be completely self-configuring, CudaLaunch includes 
zero touch deployment for easy central management and integrates with the powerful security features of  
the Barracuda NextGen Firewall F-Series. 
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Self-configuring Connections
“Progressive Enhancement” provides secure remote   
access to BYODs by allowing just the right level of network 
access to personal devices, individual users, and specific 
use cases. It also integrates seamlessly with the NextGen 
security features to keep the corporate network and end 
users protected.

Rich Connectivity Options 
The Automatic Remote Desktop Protocol (RDP) app 
launches via SSL, with no Java or VPN connection 
required. In addition, end users can use CudaLaunch 
to create a client-to-site VPN connection from their 
mobile device to the corporate network.


