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Using SignNow in Europe
SignNow is a great solution for international electronic signatures. SignNow is 
used in every country in the EU and over 45 countries internationally. Businesses 
are increasingly starting to use electronic documents and electronic signatures 
(commonly called eSignatures) as a means of staying competitive in a global, 
fastpaced economy.

eSignatures have been in active use in Europe and worldwide for more than a 
decade. In an effort to clarify the use of eSignatures, the European Union adopted 
European Directive 1999/93/EC on 13 December 1999 to establish a framework for 
the use of eSignatures on electronic contracts in the European Union. Thirty European 
countries, including the EU-27, Croatia, Turkey and Liechtenstein, have implemented 
the Directive.

Section 5.2 of the directive makes clear that signatures cannot be denied 
legal effect merely because they are electronic. This language is similar to 
the type used in US federal and state law, and should satisfy the vast majority of 
businesses and use cases.

However, SignNow goes above and beyond the basics of the law to ensure that 
businesses can have full confidence in using eSignatures. SignNow uses “advanced 
electronic signatures” as a means of ensuring that eSignatures can be a secure part of 
a legally binding eSigning workflow. Under the EU directive, an advanced electronic 
signature is an eSignature that is:

• uniquely linked to the signatory;

• capable of identifying the signatory;

• created using means that the signatory can 
maintain under their sole control; and

• linked to the data to which it relates in such a manner that 
any subsequent change in the data is detectable.

 
eSignatures do not need to be advanced electronic signatures to be legally binding; 
however, we have selected their use because they offer strong integrity and 
authentication.
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SignNow’s Support of the Advanced 
Electronic Signature
SignNow supports advanced electronic signatures by:

Uniquely identifying the signer

SignNow provides a secure process for the signer to create and use an eSignature. 
Every user completes email authentication, then IP address and additional 
authentication methods ensure that the SignNow service can uniquely link the signer 
to the eSignature in an auditable fashion. The additional means by which a signer can 
be identified include:

1. Access Code – A password that is given to the signer “out of band” via phone, text, 
SMS or any other means. This password is required to access and sign a document.

2. Photo ID Capture (iPad Only) – A user can capture a photo of the individual 
signer, and/or their photo ID using the iPad application, to further authenticate 
the user.

3. Portal Authentication – If a signer must log into a portal in order to sign a 
document, then that can provide additional authentication of the signer.

Assuring the eSignature is under the signer’s sole control

Each signer has a unique account and record in the system. Every account is secured 
using industry leading security techniques. Only people with access to a person’s 
account, which requires knowledge of a unique username and password, can utilize 
the electronic signature.

Locking the signed document so that subsequent 
changes in the data is detectable

SignNow records all changes to the document in the Document History, so that all 
parties to a document can easily see changes made to the document over time, 
including at the final stage. After the documents have been signed, SignNow holds 
the documents in a tamper-proof state for the parties to retrieve later.

Electronic Signature Best Practices
Documents can become subject to disputes, regardless of whether they are signed 
with ink or eSigned. eSignatures with SignNow follow best practices to ensure there 
is sufficient proof to uphold the signature. In addition to meeting the “advanced 
electronic signatures” requirements in the EU directive, SignNow has a number of 
controls that can be used in the event of a dispute to help ensure that a signature is 
determined to be valid. Our comprehensive approach includes:

• Time/date stamps on all signer actions

• Bank grade encryption on documents both at rest and in transit, to ensure 
that documents can only be read and signed by authorized users

• Signatures that are unique to a user and account, accessible only 
via username and password online or on mobile devices

• Text, signature, and other fields can be required to ensure that signers complete 
a document exactly as specified by the sender, ensuring compliance

• A variety of user authentication methods which can 
match any customer’s security requirements
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Intent to Sign
Signers using SignNow need to add a signature that looks and feels like a traditional 
signature to a document, then mark that document as complete. This two-step 
process matches the paper analog world, to eliminate doubts regarding whether a 
person intends to sign a document. If the precise placement of signature/initials is 
important to a customer, we can ensure that signers comply.

Signing Artifacts
Contracts signed using the enterprise-grade SignNow eSignature platform are secure, 
with a thorough audit trail of actions taken by parties to the document, including 
who signed, when they did it, and where they did it. We call it the Document History. 
The Document History can be a key element to successfully enforcing and defending 
a contract.

Admissibility into Evidence
EU countries generally allow for electronic records and their reproductions to be 
admissible into evidence. In the case of documents with eSignatures, it is important 
be able to demonstrate to the courts’ satisfaction that:

• An appropriate amount of information surrounding 
the signing process was retained, and

• The system used to retain the information is reliable.

 
By utilizing advanced electronic signatures and continually optimizing our solution 
based on new use cases and legal developments, SignNow provides an effective 
eSigning solution for European customers. Our customers, including many in the 
Fortune 1,000, have signed documents in over 45 countries.
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