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Web filtering solutions operate by inspecting and processing traffic that flows between a local network 
and the Internet. The Barracuda Web Filter is a “pass-through” Web Filter solution. This architecture offers 
several fundamental benefits over a pass-by Web Filter as described below.

Pass-through Web Filters such as the Barracuda are deployed in the path of Web traffic and usually proxy 
Web requests made by users in a network. This means that any Web request is intercepted by the Web 
Filter, processed based on filtering rules and then served to the Internet on behalf of the requestor. This 
process can be transparent, where the user has no knowledge of the proxy, or non-transparent, in which 
case the user explicitly configures the Web browser to redirect requests to a proxy server.
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On the other hand, “pass-by” Web Filters are deployed out of the traffic path and inspect Web requests 
as they flow through the network. For example, using the SPAN or mirror ports of a core router/switch or 
Firewall, Web requests can be replicated or “mirrored” to the Web Filter. If the Web Filter needs to block a 
request, it does so by sending a reset packet to the Web server before the response is sent from the Web 
server to the requestor’s Web browser. The assumption here is that the reset packet can be sent faster 
than the Web response can reach the requestor from the Internet.

Deterministic Filtering 
A proxy server can deterministically filter traffic by blocking bad Web requests and only allowing good 
traffic through to the network. Since all Web traffic has to necessarily pass through the proxy server, it 
is assured to be filtered. A pass-by filter, on the other hand, relies on being quicker than the Web server. 
This is not a certainty and can be affected by performance of the Web Filter or extraneous factors that 
cause latency on the network. 

Superior Security
The determinism of a proxy server ensures that harmful traffic does not pass to the network. This includes 
visits to Web sites hosting spyware and malware injected through intentional or drive-by downloads. 
Internet access also needs to be regulated for various compliance reasons. For example, a school will 
need to guarantee that minors are not exposed to adult Web sites. The proxy architecture enables the 
Barracuda Web Filter to act as a complete gateway anti-malware, content and application filtering 
device and helps organizations secure their networks and regulate Internet access. In comparison, a 
pass-by filter cannot block against spyware downloads nor can it guarantee that harmful traffic does 
not enter the network.

Monitoring and Fault-tolerance
The Barracuda Web Filter incorporates hardware and software fail-safe mechanisms that are auditable 
through system alerts and logs. If the Barracuda Web Filter is powered off or encounters a hardware 
failure, a hardware Ethernet bypass is engaged that ensures flow of Internet traffic. It can also be 
configured to alert and pass traffic around the proxy if excessive latency or load is detected in the 
system. Also, the Barracuda Web Filter fully integrates with Cisco’s Web Cache Communication Protocol 
(WCCP). For customers with Cisco routers and switches, WCCP offers a superior architecture combining 
the benefits of a proxy with automatic load balancing and fault tolerance. WCCP can automatically 
redirect Web requests to a Barracuda Web Filter connected to the router/switch. When the Barracuda 
Web Filter is offline, the router/switch will pass traffic through to the Internet. In the WCCP environment, 
the router/switch can also log events and generate system alerts. The Barracuda Web Filter can also be 
monitored through SNMP. Since a pass-by Web Filter cannot tell if it successfully blocked harmful traffic 
or not, it is very difficult to reliably audit filtering activity.
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The Barracuda Web Filter’s superior security model allows it to provide comprehensive Web content 
and application filtering features built over a strong foundation of anti-malware capabilities. The robust 
and scalable architecture enables fast and aggressive feature additions which have powered Barracuda 
Networks to become the worldwide leader in content filtering appliances.

For questions about the Barracuda Web Filter, please visit http://www.barracuda.com/webfilter or call Barracuda 
Networks for a free 30-day evaluation at 1-888-ANTI-SPAM or +1 408-342-5400. For more information on our 
other security and productivity solutions, please visit http://www.barracuda.com/products.

About Barracuda Networks Inc.
Barracuda Networks Inc. combines premise-based gateways and software, cloud services, and 
sophisticated remote support to deliver comprehensive security, networking and storage solutions.  
The company’s expansive product portfolio includes offerings for protection against email, Web and IM 
threats as well as products that improve application delivery and network access, message archiving, 
backup and data protection.

Coca-Cola, FedEx, Harvard University, IBM, L’Oreal, and Europcar are among the more than 100,000 
organizations protecting their IT infrastructures with Barracuda Networks’ range of affordable, easy-to-
deploy and manage solutions.  Barracuda Networks is privately held with its International headquarters 
in Campbell, Calif.  For more information, please visit www.barracudanetworks.com.
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