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Introduction

Health Information Technology (HIT) is changing at the fastest pace since barcoding was introduced to HIT 
networks in the 1990s. While the federal government pushes adoption of Electronic Health Records (EHRs), 
patient engagements are migrating to smartphones, tablets, and social media. In addition, health-care 
providers are using cloud computing to analyze “big data” collected about treatments and procedures. 
Together “big connectivity” and cloud computing along with social media are being hailed as the “3rd 
Platform;” the successors to mainframe and client-server computing architectures. The challenge is how to 
add EHRs and 3rd platform services to HIT mainstay services like e-mail, Web access, and other applications 
while maintaining privacy for HIPAA compliance in today’s high-risk environment. As evidence of today’s 
risk, a recent news item about a breach of 1.3 million health records at the Montana Department of Health 
and Human Services revealed that the agency has logged over 17,000 hacking attempts per hour.i

Since 2002, Barracuda Networks’ strategy has been to protect and simplify diversifying IT infrastructures 
by converging security, performance optimization, and data loss prevention (DLP) features in solutions 
that are easy to deploy and manage. This whitepaper deals with the security and DLP issues facing IT 
professionals in the health care industry and how Barracuda technology addresses these issues.

EHRs: Security, Storage, and Compliance

Three issues to consider when you deploy EHRs are: avoiding data breaches by blocking cyber-attacks 
on the EHR application, demonstrating “meaningful use” of EHRs for certification, and providing safe, 
economical backups for a fast growing volume of EHR data. The following sections address these topics.

Protecting EHR Software and Other Web Applications

Any Web application that accepts input from users, such as EHR software, is vulnerable to a variety of 
attacks including SQL injections, cross-site scripting (XSS) and denial of service among others. For example 
in a code injection attack, instead of entering personal data into a Web form, an attacker enters a bit 
of SQL code that pulls patient data from the database. This type of attack generally happens in stages 
starting with surveillance of the website to determine vulnerabilities. The Barracuda Web Application 
Firewall disrupts application attacks at three stages. To disrupt surveillance, it cloaks websites to hide clues 
such as error messages that help attackers figure out the next stage of the attack. Next, a Barracuda Web 
Application Firewall inspects user input to the application to block code injections, cookie tampering, 
DOS, and other attacks. Lastly a Barracuda Web Application Firewall inspects all outbound application 
traffic to prevent sensitive information from leaving the network even if the data is accidentally left in the 
open. In May of 2014, an investigation by the U.S. Department of Health and Human Services (HHS) and 
the Office for Civil Rights (OCR) into a data breach by two respected health care providers resulted in a 
fine of $4.8 million for HIPAA violations.ii The institutions were penalized despite the data exposure being 
accidental in nature. The Barracuda Web Application Firewall delivers essential DLP protection against data 
theft and accidental exposure when using EHR software and other Web applications.

For safeguarding applications hosted in the cloud, the Barracuda Web Application Firewall is available as 
a virtual appliance and as security as a service on the Microsoft Azure and Amazon Web services cloud 
platforms.

Reporting for EHR Certification

Along with protecting EHR software and other applications, Barracuda Web Application Firewalls can be 
easily configured to automatically create detailed application activity reports.  These reports can be helpful 
for documenting meaningful use of EHRs in support of certification and compliance audits.

Optimized Data Backup for EHRs

Converting patient records from paper to digital puts undue burden on data-backup resources driving up 
costs. Going digital also makes patient information vulnerable to theft and accidental leakage if backup 
tapes are lost during shipping and storage. Barracuda Backup reduces the burden of data backup by 
deduplicating and compressing data before backing up data on an onsite appliance and offsite in secure 
cloud storage. Barracuda Backup typically reduces the amount of data entering standard network backups 
by 20 to 50 times compared to tape backup systems, which more than compensates for the data EHRs add 
to backups. Barracuda Backup also encrypts backup data to strengthen HIPAA compliance.

i Montana health record hackers compromise 1.3 million people, MSN http://news.msn.com/science-technology/
montana-health-record-hackers-compromise-13-million-people
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Together, the Barracuda Web Application Firewall and Barracuda Backup provide critical functionality and 
safeguards for coping with the added burden and risk of deploying EHRs.

Strengthening Security for HIPAA Compliance

E-mail: Preventing PHI data leaks

E-mail remains a prime conduit for malware infections, phishing, and other attacks on the e-mail server 
and the network that result in data theft. Also, many administrators fail to consider when well-meaning 
employees send emails in which the body or attachment contains PHI. Even in these cases, your 
organization has violated HIPAA and possibly PCI-DSS regulations as well.

The Barracuda Spam Firewall blocks malware, phishing, DoS and other threats from reaching the email 
server. Next, the Barracuda Spam Firewall scans all outbound e-mail traffic to block theft and accidental 
exposure of sensitive PHI and credit card information. Lastly, the Barracuda Spam Firewall integrates an 
e-mail encryption service (at no added cost) so health care providers can safely send sensitive information 
to patients via email without compromising PHI or payment information.

Web Security

The Web is another major source of data insecurity. The Web is a vector for spyware that can target PHI 
and credentials from users including health care administrators. Further, Web applications used in social 
media can be a venue for users to expose PHI, credit card numbers, and other personal information 
accidentally, or maliciously resulting in HIPAA violations.

The Barracuda Web Filter blocks users from downloading spyware (and comes with a spyware removal 
tool) to block user-based data breaches. Barracuda Web Filter’s extended web application monitoring 
(WAM) also inspects Web traffic for HIPAA-related medical terms as well as other personally identifiable 
information (PII) such as Social Security and credit card numbers. The Barracuda Web Filter reports WAM 
violations to network administrators for follow up.

The Barracuda Web Filter provides Web security and, if desired, granular content policy enforcement to all 
networked devices including smart phones and tablets using agents and apps.

Security for Cloud Computing

To protect cloud-based applications, Barracuda offers Barracuda NG Firewalls and Barracuda Web 
Application Firewalls as virtual appliances compatible with leading hypervisors. Barracuda NG Firewalls 
and Barracuda Web Application Firewalls are also available to protect cloud-based applications and 
infrastructure hosted on Microsoft Azure and Amazon Web Services in the form of Security as a service. 

Gateway Security for Instant HIPAA Compliance at Multi-Site Organizations

For large scale health-care providers such as HMOs and integrated delivery systems who require the 
comprehensive security only a network security gateway can provide, and need streamlined central 
management, the Barracuda NG Firewall with the Barracuda NG Control Center is ideal. At the LAN level 
the Barracuda NG Firewall integrates with Active Directory to enforce user aware policies that govern 
security, applications, connectivity and content for wired and wireless networks. The Barracuda NG 
Firewall also provides VPNs for secure site-to-site connectivity and for secure remote access by users 
essential for preventing data leakage over non-secure channels. The Barracuda NG Control Center makes 
pushing user and application aware policies to Barracuda NG Firewalls at distributed locations and 
configuring VPN tunnels among remote sites very easy to minimize impact on HIT staff requirements. The 
Barracuda NG Control Center eases the administration of highly complex and distributed deployments and 
keeps the Total Cost of Ownership low. The role-based central management includes all functionalities 
provided by Barracuda NG Firewalls and Barracuda NG Network Access Clients, which are dedicated VPN 
clients available for Windows, Mac OS X, and Linux systems.

For cloud computing, the Barracuda NG Firewall is available as a virtual appliance and as security as a 
service on Microsoft Azure – more on barracuda.com/programs/azure - and Amazon Web Services – more 
on barracuda.com/programs/AWS.

ii Data breach results in $4.8 million HIPAA settlements, www.hhs.gov/news/press/2014pres/05/20140507b.html
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Vendor Insecurity

With the preceding framework for security in mind, it is worth noting that a growing number of security 
breaches are occurring through the hundreds of 3rd party vendors health care providers share data with. A 
recent reportiii found:

• 4% of vendors scored an “A” rating for security

• 16% of vendors scored a “B” rating for security

• 14% of vendors scored a “C” rating for security

• 58% of vendors scored a “D” rating for security

• 8% of vendors scored an “F” rating for security

With the penalties for noncompliance growing, it makes sense to establish a process and timetable for 
investigating the state of security for each of the vendors with whom your organization shares data. It’s 
your data so it’s your problem regardless of where the breach occurs. Make sure vendors have: a next-
generation firewall, Web application security, content security against e-mail and Web threats, access 
control, and secure storage including data backup. When you discover vendors who don’t meet your 
standards, Barracuda can help emend their security practices regardless of size. Feel free to contact a 
Barracuda security specialist to help you with vendor security.

Simplifying Procurement and Support

Barracuda offers the industry’s largest family of solutions for security, storage, and networking. The 
broad availability of diverse solutions that can be centrally managed through Barracuda Cloud Control 
streamlines administering and managing HIT networks. Having Barracuda as a single point for technical 
support also minimizes the challenges of keeping HIT networks safe and available.

iii The unlocked backdoor to healthcare data,  Help Net Security June 27, 2014, http://www.net-security.org/secworld.
php?id=17062
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To learn more about Barracuda’s web security solutions, please visit www.barracuda.com/products or call 
Barracuda for a free 30-day evaluation at 1-408-342-5400 or 1-888-268-4772 (US & Canada).

About Barracuda Networks, Inc.

Protecting users, applications, and data for more than 150,000 organizations worldwide, Barracuda Networks 
has developed a global reputation as the go-to leader for powerful, easy-to-use, affordable IT solutions. The 
company’s proven customer-centric business model focuses on delivering high-value, subscription-based IT 
solutions for security and data protection. For additional information, please visit www.barracuda.com.


